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Technical Bulletin CS-14-12

Domain Requirements in Spectralink SIP
Phones

This technical bulletin explains how to configure DNS domains to support Spectralink SIP
Phones for failover and normal operation.

System Affected

Spectralink 87-Series (PIVOT)
Spectralink 84-Series

Description

Handling a SIP Domain in the Spectralink 8400

With the 8400 series phone there were several Call servers (The CS1k and the Avaya Aura
specifically were examples of this) that required the use of a full SIP URI when registering and
sending Invites. We would typically accomplish this by appending the SIP Domain name that the
PBX required to the reg.1.address field. An example of the SIP registration parameters we might
use to connect to a PBX like this using an 8400 series phone is shown below, and in this
example the SIP domain defined in the Callserver is called mydomain.local:

reg.1.address=4572@mydomain.local
reg.1.displayName="4572"
reg.1.label="4572"
reg.1.auth.userld="4572"
reg.1.auth.password="9876"
reg.1.server.1.address="172.29.102.92"
reg.1.server.1.port="5070"

The result of the above parameters was that any SIP messages intended for the PBX would be
sent to the Callserver address of 172.29.102.92, but the SIP Domain mydomain.local would be
appended to our extension in registration requests (In the SIP From: and To: Fields ) and would
be appended to Invitations to other extensions. (i.e. if we dialed 8888 we would send an Invite
To: 8888@mydomain.local and route the Invite to 172.29.102.92.
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Handling a Domain in the Spectralink 8700
The Spectralink 8700 series phones use a different SIP stack, and we hand the SIP stack
configuration information in a slightly different format. The 8700 series phones use the SIP
Server field to deliver the Callserver address as well as the SIP domain. The result is that we
may need to provide a DNS SRV record to resolve the SIP Domain name into an IP address to
which SIP registration requests and Invitations will be sent, as well as to form the SIP Invitations
and Registration requests with the Domain name included. This approach is only required in
cases where a Domain name must be included in any SIP Invites or Registration requests (i.e.
the CS1k or the Avaya Aura systems), otherwise we can simply provide an ip address or DNS A
name record in the SIP Server field.

If we adapt the above 8400 series example of a Callserver at IP address 172.29.102.92, and
requiring the Domain name of mydomain.local, there are two main tasks we will need to
accomplish; first we need to configure the 8700 phone appropriately and then we need to
create a DNS SRV record in a customer provided DNS server that will point requests to the SIP
Domain name to the correct Callserver.

Configuring the 8700 phone

We must use the SIP Domain name as the SIP Server address. In the next section, we’ll provide
an example of how to create the DNS SRV record to support this.

SIP Server: mydomain.local

SIP Server port: Leave this blank when using SRV records — we will provide this from the DNS
Server

Extension Number: 4572

Username: 4572

Password: 9876

That'’s all we should need from the phone side configuration. We now need to create a DNS
record that will point requests for the Domain mydomain.local to the address of our Callserver.

Creating a DNS SRV record in a Windows Server

While we used a Windows 2003 Server for this example, the steps for a Windows 2008 Server
would be very similar. There are MANY different settings and options we might set in a DNS
server as we create a new SRV record that corresponds with our SIP Domain name. It is also
possible that the customer may already have a DNS Forward Lookup Zone defined for their SIP
Domain. We’ll provide an example of creating a new SIP Domain (Forward Lookup Zone) in the
DNS server from scratch, but if the Domain already exists you should be able to simply skip past
the step where we create the original SIP Domain and follow the rest of the steps in sequence.

Create a New Forward Lookup Zone using the SIP Domain Name (or Verify a Zone
Exists with your Domain name)

On the DNS Server, navigate to the Forward Lookup Zones and look for a Zone with the name of
your SIP Domain, if it already exists, skip down to the “Create a DNS A Name record for the
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Callserver” section of this document. Otherwise follow the steps below to create a new
Forward lookup zone using your SIP Domain name:

Right click on the Forward Lookup Zones field, and select New Zone

_:._ dnsmgmit - [DNSDHCPNIRYANA' Forward Lookup Zones]

ﬁ' File Action Yiew ‘Window Help

'4%_' DS Forward Lookup Zones 12 zong(s)
B B CHCPHIRY ANA N—IT—
{:I Cached Lookups ﬁe L -
[SREFForviard L dpha Skandard Prin
w MNew Zane... @ alphalnz. lacal Standard Prin
A e N (@) alpHat172 Standard Prin
=5 ﬂew WWindow from Here @ Alphadema.com Aictive Direcke
=z = @ bor-ge.com Stub
-z Refresh @ ciscoucmsty.ocal Secondary
-z Expott List. .. (] esvetlab Jocal Active Direct
G- s @ engr.local Active Direcke
R = @ fed.com Stub
RN (@l lacal Aictive Directe
ERE @ ocskest local Active Direcke
R @ wigw.lncal Active Direckc
@

- Reverse Lookup Zones

[ZI--@ Event Yigwer

Select Next at the Welcome to the New Zone Wizard page

We chose to create a Primary Zone, and selected Next, and also selected Next on the following
page, using the default of: To all DNS servers in the Active Directory domain “specified Active
Directory Domain”.

New Zone Wizard [ %]

Zone Type Q
The DNS server supports various bypes of zones and storage, .

Select the type of zone you want ta create:

v of a zone that can be updated directly on this server.

" Secondary zone
Creates a copy of a zone that exists on another server. This option helps balance
the processing load of primary servers and provides Fault tolerance.

= Stub zone

Creates a copy of a zone containing only Mame Server (MS), Start of Authority
(504}, and possibly glue Host {4) records, A& server containing a stub zone is not
authoritative For that zone.

[V store the zone in Active Directary {available only if DNS server is a domain controller)

< Back I Mext = I Cancel | Help
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In the Zone Name field, type the name of your domain (In our example mydomain.local), and
then select Next again:

New Zone Wizard [ =] I

Zone Mame Q
‘What is the name of the new zone? .

The zone name specifies the portion of the DMS namespace Far which this server is
authoritative. It might be vour organization's domain name (for example, microsoft.com}
or a portion af the domain name (Ffor example, newzone. microsoft.com). The zone name is
not the name of the DNS server,

ZOMNE Name:

rydornain.lacall

For mare information about zone names, click Help,

< Back I Mext > L i Cancel | Help |

On the Dynamic Update page, | chose to allow only secure dynamic updates, but you would
need to do this in accordance with the customer’s local policy. Then select Next again, and
finally, select Finish.

MNew Zone Wizard E r
Dynamic Update Q
You can specify that this DMS zone accepts secure, nonsecure, or no dynamic ‘
updates.

Drynamic updates enable DRS client computers to register and dynamically update their
resource records with a DMNS server whenever changes occur,

Select the bype of dynaniic updates you want to allow:

& @llow only secure dynamic updates (recommended For Ackive Dirsctory)i
This aption is awailable only For Active Directory-inkegrated zones.

¢ Allow both nonsecure and secure dynamic updates
Dwnamic updates of resource records are accepked From any client,

& This option is a significant security wulnerability because updates can be
accepted From untrusted sources.

" Do not allov dynamic updates
Dwnamic updates of resource records are nok accepted by this zone, You musk update

these records manually. /
< Back I Mext = ? Cancel | Help
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Now, you should see the domain name you just created (i.e. mydomain.local) appear as

a Forward Lookup Zone:

.-I?J-. File  Action Wiew ‘Window Help

_i._ dnsmgmt - [DNS DHCPNIRYAMNAY Forward Lookup Zones]
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D Cached Lookups

=] Forward Lookup Zones
i alpha
[z alphaloz.local
(=] ALPHA17Z
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+-{zy] Fed.com
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]

]
]
]
B
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Reverse Lookup Zones
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@ alpha
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[z aLPHALFZ
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bor-ee.com

@ ciscoucrmsey, local

@ csvritlab, local

@ engr.local
Fed.com

@ local

@ ocstest. local
view. local

@ rydomain. local

Create a DNS A Name record for the Callserver (or Verify an A name record already

exists for the Callserver)

On the DNS Server, navigate to the Forward Lookup Zone that corresponds to your SIP Domain
and highlight it. Now look for an A name record that corresponds to the Callserver the phones
will point to (one does not exist in the example shown below). If a host A Name record already
exists, skip down to the “Create a SRV record for the Callserver” section of this document.
Otherwise follow the steps below to create a new DNS A name record for your Callserver.

.J?h File Action \Wiew Window Help

_i._ dnsmgmit - [DNS DHCPNIRYANA \Forward Lookup Zones'mydomain.local]

]

&= | AEXEFRR| 2@ EH

AT
= DHCPNIRVANA

{21 cached Lookups
B3 Forward Lookup Zones
-- alpha
EI alphalz.local
D _msdcs
D _sites
{:I _tep
D _udp
-0 domaindnszones
- Forestdnszones
ALPHALTZ
alphademo.com
bor-ge.com
ciscoucmsty. local

e [ [ - [ [ ]

Il

Reverse Lookup Zones

@
@ Event Yiewer

i
H

mydomain.local 2

MHame I Tvpe I Data  / I

- {same as parent Folder) Stark of Authority (SOA) [1], dhepnirvana, alphal02 local,, host,.,
{same as parent Folder) Mame Server (NS) dhcpnirvana, alphal0z, local,

Right click on the Forward Lookup Zone you just created and select New Host (A)
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_.i._. dnsmgmit - [DNS'DHCPNIRYANA' Forward Lookup 2ones . mydol

.Eh File  Action Wew Window Help

&= AEXEFLOR (@208 56

EXE

=+ DHCPHIRVANA

-0 Cached Lookups
=1 Forward Lookup Zones
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E| alphal0z local

-0 _msdes

D _sites

-0 _tep

D _udp

-1 domaindnszones

-2 forestdnszones

ALPHALTZ
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bor-ee.com
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csveitlab.lacal

engr.local

fed.cam

local

ocskest, local

l wiew.local
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i Reverse Lon  Wpdste Server Data Fl

B-{ga]] Event Wiewe  Reload
Mew Host (A)...
Mew alias (CHAMED. ..
Mew Mail Exchanger (M), ..
Mew Comain.. .
Mew Delegation. ..
Other Mew Records, .,

o 00 e O e O o O e O O O e |

[l

All Tasks 3

Now enter the callserver’'s name in the name field. If the customer is not particular about the
name it can be named anything that would help to identify it as the SIP PBX. We will simply use
this record to help us DNS resolve the Callserver’s IP Address so you should not need to worry
about giving it the “wrong” name. For our example, we called the PBX mycallserver. You must
also provide the PBX’s IP address. This is the address SIP Registrations and Invites should be
directed to. Then select Add Host.

Mame {uses parent domain name if Blank):

I iy callserver e —————

Fully qualified domain name (FQDM):

I mycallserver, mydomain. local,
IP address: /
|1?2 29 102 .92

¥ Create associated pointer (PTR) record

[ allow any authenticated user ko updake DMS records with the
SAME OWNEr Name

Time ko live (TTL):
0 B B 1 1] {DOODD: HH. MM, 55)

Add Host Cancel
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Note: If you receive an error message about the associated PTR record NOT being created, it
simply means the reverse lookup zone is not specified. If the customer is not familiar with how
to resolve this error or is not concerned about it, it can be safely ignored.

Select Done to finish creating A name Host records. You should now see an A name record
linking the callservers’ name to its IP address:

_;._ dnsmgmt - [DNS, DHCPNIRYANAY Forward Lookup Zones'mydomain.local]

,J%‘ Fil=  Action Wiew ‘Window Help
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mydomainlocal 3r
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g
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=
=
2
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wigw.local
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Reverse Lookup Zones
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[ @ Event Viewer

- - - -
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Create a SRV Record for the Callserver

Right click on the forward lookup zone you created that corresponds to the SIP Domain and
select Other New Records
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2 dnsmgmt - [DNS, DHCPNIRYAMNA' Forward Lookup Zones'\mydoma

,.é';., File Action Wiew ‘Window Help

«-Om XEPR @@ EaE

2 DNS
=3 DHCPHIRvANA

+-_1 Cached Lookups
ED Forward Lookup Zones
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F-C0 _msdcs
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-3 Aoload
|| Event Wiewer gloa
@ Mew Hosk (a)...

Mew glias (CRNAMED. ..
Mew Mail Exchanger (M), .. /
Mew Domain. ..

Mew Delegation. .. /
Other Mew Records. ..

All Tasks 3

Wigw 3

Mew Window from Here

In the Resource Record Type window, scroll down to the Service Location (SRV) field and
highlight it, then select Create Record

Resource Record Type ﬂ

Seleck a resource record bype:

Renamed Mailbo:x (MR)

Responsible Person (RP)
Poute Through (RT)
ice Location (5
Signature {SIG)

=

. |

Text {TxT) LI
=

Drescripkion:

Service (SRW) record. Allows administrators to use several servers
for a single DMS domain, ko easily move a TCPYIP service from one
host to another hosk with administration, and to designate some
service provider hosks as primary servers For a service and other
hosts as backups, DMS clients that use a SRY-type query ask For a
specific TCPJIP service and protocol mapped to a specific DRS
domain and receive the names of any available servers, (RFZ 2052)

Create Record...

In the New Resource Record Window, we will create a record that will point to our server,
mycallserver, and program it to use the udp protocol, on port 5070. To do so, modify the
following fields:
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Service: _sip (you will need to type this in.....it is not available in the pull-down)
Protocol: _udp

Priority: 1 (This tells us that this server will be the first item in the list, we may implement
support for more than one server / failover in the future)

Port Number: 5070 (Recall we did NOT specify this in the 8700 port field)
Host Offering This Service: mycallserver.mydomain.local

Select the OK key

Mew Resource Record E |

Service Location (SRA I

Domain; I mydomain.|ocal

Service: |_5i|j - / j
Protocol: I _udp j
Prigrity: |1 F

Weight: I o
Port number: I 5070 <k

Host ofFering this service: P/
I mycallserver, mydomain. locall

[ Delete this record when it becomes stale

Record time skamp: I

™ allow any authenticated user to update all DNS records with the sa
name. This setting applies only to DS records For a new name.

Time to live (TTL: [0 100

Zancel

Select Done to close the Resource Record Type Window that remains.
Now, we should see a SRV record that points to our callserver’s name using port 5070 in the
Forward Lookup Zone that corresponds to our SIP Domain.
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_i._ dnsmgmt - [DNSYDHCPNIRYANA' Forward Lookup Zones'\mydomainlocal',_udp]
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iz ALPHALT2
iz alphadema.com
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-z Fed.com

o [ [ [ - - [ [
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izl viewn.local
B mvdomain.lacal
O

- Reverse Lonkup Zones
[]-@ Event Viewer

DNS Verification and Troubleshooting

Once you've built the SRV record and A name record on the DNS server, you might want to
ensure that you can query them. You can use a regular Windows machine to do this, but

remember, it must be pointed to the DNS server (or have access to the DNS Server) where
you created the records.

To Verify the A Record for mycallserver.mydomain.local

® From a Command Prompt type: nslookup mycallserver.mydomain.local
e To Verify the SRV record for mydomain.local
o Type nslookup and press return
=  Type: set type=srv
=  Type: _sip._udp.mydomain.local
o The Output from the above tests should look something like the below. If not,
the phone won't work either:
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INDOWS  system32h cmd.exe - nslookup

C:~Documents and Settings“~Administrator?nslookup mycallserver.mydomain.local
Server: dhecpnirvana.alphalB2.local
Address: 172.29.66.1

mycallserver mydomain.local
17229182 .92

C:~Documents and Settings“~Administratori*nslookup
Default Server: dhecpnirvana.alphalB2.local
Address: 172.29.66.1

> zet type=sruy

» _sip._wdp.nydomain. local

Server: dhocpnirvana.alphalB2.local
Address: 172.29.66.1

_zip._udp.mydomain.local SRU szewrvice location:
priority
uwe ight a
Lava

port
sur hostname mycallserver.mydomain. local

mycallserver.mydomain.local internet address = 172.29.182.92
>
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Notice

Spectralink Corporation has prepared this document for use by Spectralink personnel and customers.
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