
 
Technical Bulletin CS-21-01 

Sudo Privilege Escalation Vulnerability 

This technical bulletin explains the reported vulnerability “sudo privilege escalation” that affects 
versions of Ubuntu Linux. (CVE-2021-3156) 

System Affected 
Spectralink CMS 

Spectralink AMiE Essentials (SAM) 

Spectralink AMiE Advanced Gateway 

Description 
The identified vulnerability called “sudu privilege escalation” that was announced and assigned 
the ID CVE-2021-3156 by the Common Vulnerability and Exposures organization has been 
reviewed by Spectralink. It has been determined that this vulnerability does not affect the 
Spectralink product lines that utilize the Ubuntu Linux operating system. The required 
pwpassword preference is disabled by default in our systems. The sudo binary libraries used 
are the latest and Spectralink has performed rigorous internal testing to ensure compliance and 
stability.  
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Document Status Sheet 

 
  Document Control Number: CS‐21‐01 
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                I02 – Released  
                I03 – Released  
 
 
Date: February 22, 2021 
 

Status:  ☐Draft    ☒Issued    ☐Closed 
 

Distribution Status:  ☐Author Only    ☐Internal    ☐Partner    ☒Public 
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Copyright Notice 

© 2021 Spectralink Corporation All rights reserved. SpectralinkTM, the Spectralink logo and the names 
and marks associated with Spectralink’s products are trademarks and/or service marks of Spectralink 
Corporation and are common law marks in the United States and various other countries. All other 
trademarks are property of their respective owners. No portion hereof may be reproduced or transmitted 
in any form or by any means, for any purpose other than the recipient’s personal use, without the express 
written permission of Spectralink. 

All rights reserved under the International and pan-American Copyright Conventions. No part of this 
manual, or the software described herein, may be reproduced or transmitted in any form or by any 
means, or translated into another language or format, in whole or in part, without the express written 
permission of Spectralink Corporation. 

Do not remove (or allow any third party to remove) any product identification, copyright or other notices. 

Notice 

Spectralink Corporation has prepared this document for use by Spectralink personnel and customers. 
The drawings and specifications contained herein are the property of Spectralink and shall be neither 
reproduced in whole or in part without the prior written approval of Spectralink, nor be implied to grant any 
license to make, use, or sell equipment manufactured in accordance herewith. 

Spectralink reserves the right to make changes in specifications and other information contained in this 
document without prior notice, and the reader should in all cases consult Spectralink to determine 
whether any such changes have been made. 

NO REPRESENTATION OR OTHER AFFIRMATION OF FACT CONTAINED IN THIS DOCUMENT 
INCLUDING BUT NOT LIMITED TO STATEMENTS REGARDING CAPACITY, RESPONSE-TIME 
PERFORMANCE, SUITABILITY FOR USE, OR PERFORMANCE OF PRODUCTS DESCRIBED 
HEREIN SHALL BE DEEMED TO BE A WARRANTY BY SPECTRALINK FOR ANY PURPOSE, OR 
GIVE RISE TO ANY LIABILITY OF SPECTRALINK WHATSOEVER. 

Warranty 

The Product Warranty and Software License and Warranty and other support documents are available at 
http://support.spectralink.com. 

Contact Information 

US Location Denmark Location UK Location 
+1 800-775-5330  +45 7560 2850 +44 (0) 20 3284 1536 

Spectralink Corporation Spectralink Europe ApS Spectralink Europe UK 
2560 55th Street Bygholm Soepark 21 E Stuen 329 Bracknell, Doncastle Road 
Boulder, CO 80301  8700 Horsens Bracknell, Berkshire, RG12 8PE 
USA Denmark United Kingdom 

info@spectralink.com  infoemea@spectralink.com infoemea@spectralink.com 

 


