5pectralink$

Technical Bulletin CS-22-01

Dirty Pipe Vulnerability CVE-2022-0847

This technical bulletin explains the impacts to Spectralink products from the Dirty Pipe
Vulnerability, tracked under CVE-2022-0847.

System Affected

Spectralink 70-Series

Spectralink 84-Series

Spectralink 92, 95 and 96-Series
Spectralink CMS

Spectralink AMIE Essentials (SAM)
Spectralink AMIE Advanced
Spectralink QNC

Description

Recently the Dirty Pipe vulnerability was announced that affects a number of Linux kernel
versions. This vulnerability is quite significant in that it allows accounts with unpriviledged
access on a system to achieve priviledged escalation through the injection of code into the root
process. Spectralink has reviewed all of its products to verify whether any of them are impacted
by this serious vulnerability.

After careful review, we can confirm that the AMIE Advanced Gateway is currently susceptible
to this exploit. Since this vulnerability does require the attacker to have an account on the
machine in order to take advantage of the exploit and since this gateway is typically located in a
secure server room, there should be little opportunity for an attacker to attempt to leverage this
vulnerability. However, Spectralink recognizes the importance of providing timely fixes for any
security vulnerabilities and will have a fix available with our first quarter release scheduled for
late April.

None of the other Spectralink products are impacted by this vulnerability. If you have further
questions, please contact Spectralink Technical Support or your Spectralink Partner.
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Copyright Notice

© 2022 Spectralink Corporation All rights reserved. Spectralink™, the Spectralink logo and the names
and marks associated with Spectralink’s products are trademarks and/or service marks of Spectralink
Corporation and are common law marks in the United States and various other countries. All other
trademarks are property of their respective owners. No portion hereof may be reproduced or transmitted
in any form or by any means, for any purpose other than the recipient’s personal use, without the express
written permission of Spectralink.

All rights reserved under the International and pan-American Copyright Conventions. No part of this
manual, or the software described herein, may be reproduced or transmitted in any form or by any
means, or translated into another language or format, in whole or in part, without the express written
permission of Spectralink Corporation.

Do not remove (or allow any third party to remove) any product identification, copyright or other notices.

Notice

Spectralink Corporation has prepared this document for use by Spectralink personnel and customers.
The drawings and specifications contained herein are the property of Spectralink and shall be neither
reproduced in whole or in part without the prior written approval of Spectralink, nor be implied to grant any
license to make, use, or sell equipment manufactured in accordance herewith.

Spectralink reserves the right to make changes in specifications and other information contained in this
document without prior notice, and the reader should in all cases consult Spectralink to determine
whether any such changes have been made.

NO REPRESENTATION OR OTHER AFFIRMATION OF FACT CONTAINED IN THIS DOCUMENT
INCLUDING BUT NOT LIMITED TO STATEMENTS REGARDING CAPACITY, RESPONSE-TIME
PERFORMANCE, SUITABILITY FOR USE, OR PERFORMANCE OF PRODUCTS DESCRIBED
HEREIN SHALL BE DEEMED TO BE A WARRANTY BY SPECTRALINK FOR ANY PURPOSE, OR
GIVE RISE TO ANY LIABILITY OF SPECTRALINK WHATSOEVER.

Warranty

The Product Warranty and Software License and Warranty and other support documents are available at
http://support.spectralink.com.

Contact Information

US Location Denmark Location UK Location

+1 800-775-5330 +45 7560 2850 +44 (0) 13 4420 6591
Spectralink Corporation Spectralink Europe ApS Spectralink Europe UK

2560 55" Street Bygholm Soepark 21 E Stuen  Suite B1, The Lightbox

Boulder, CO 80301 8700 Horsens Willoughby Road

USA Denmark Bracknell, Berkskhire, RG12 8FB

United Kingdom

info@spectralink.com infoemea@spectralink.com infoemea@spectralink.com
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