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This technical bulletin explains how to configure Microsoft® Internet
Information Services (IIS) and Microsoft Certificate Authority to provision a
Polycom® SoundPoint® IP, SoundStation® IP, or VVX™ phone using
mutual Transport Layer Security (mutual TLS).

The information in this bulletin applies to IIS 6.0 on Windows Server® 2003,
and SoundPoint IP, SoundStation IP, and VVX phones running
SIP application version 3.2 or later.

The topics include:

Overview, below.

Mutual TLS Requirements on page 3.
Configuring Mutual TLS Provisioning on page 3.
Troubleshooting on page 45.

Additional Information on page 46.

In the following figure, IIS and Microsoft Certificate Authority have been
configured to provision a Polycom phone using mutual TLS. IIS is configured
to allow both HTTP and mutual TLS to co-exist on a single server.
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Note You can simplify the configuration by purchasing a certificate for your IIS server
from a well-known certificate authority (CA) instead of running the Microsoft
certificate authority service.
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Mutual TLS Requirements

Polycom SIP application 3.2 or later for mutual TLS feature.
Polycom bootROM 4.2.0 or later for MD5 digest HTTP authentication.

Web server capable of mutual TLS (client certificate checking). (For the
configuration example in this bulletin, IIS is used.)

One of the following;:
— HTTPS server certificate and root CA certificate if it is self signed.
or

— A certificate from VeriSign® or another well known root CA.

Polycom phone with a certificate installed at the factory.

To verify that the certificate is installed, on the Polycom phone, press the
Menu button, and then select Status > Platform > Phone. If a certificate is
installed, “Device Certificate: Installed” will be listed. If a certificate is
not installed, “Device Certificate: Not Installed” will be listed.

Polycom Root CA certificate, available at
http:/ / pki.polycom.com/ pki/Polycom %20Root %20CA.crt.

Patch for Microsoft server to use SHA2 256 or higher encryption. For more
information, see the related entry in the Troubleshooting section on
page 45.

Configuring Mutual TLS Provisioning

Configuring mutual TLS provisioning involves the following steps:

1.

Ok obd

Creating a Directory on the IIS Server on page 4.
Creating the HTTP Virtual Server in IIS on page 5.
Creating the HTTPS Virtual Server in IIS on page 12.
Installing Microsoft Certificate Service on page 18.

Creating the IIS Server Self-Signed Certificate for the IIS HTTPS Server on
page 21.

Installing the Server Certificate on the IIS Server on page 33.

Installing the Root CA Server Certificate on the Polycom Phone on page
36.

Installing the Polycom Root CA Certificate on the Microsoft Certificate
Authority Server on page 38.

Enabling Mutual TLS on the IIS Server on page 42.


http://pki.polycom.com/pki/Polycom%20Root%20CA.crt
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Creating a Directory on the IIS Server

Create a directory on the IIS Server to contain the boot files for the Polycom
phone.

To create a directory on the IIS Server:

1. Create a folder (boot directory) on the IIS server and place all the phone’s
boot files in the directory. (You will configure the IIS server to point to
this directory in a later step.)

2. Create a user account for the phone and provide Full Control access to
the boot directory. If there is a problem with permissions to files, add the
“Everyone” group and give it Full Control access.

boot Propetties
Genelall Sharing  Security IWeb Sharingl Eustomizel
Group or user names:
ﬁ Eweryone ;I
[ 5§ Plcm3plp [D4ADYPlemSplp)
€7 SSTEM
!ﬁ Users [QAA0 zers)
-
a| | »
Add... | Bemaove |
Permissions for PlemSplp Allaw Deny
Full Contral o =
Moy O
Read & Execute O
List Folder Contents O
Read O
Wwiite O
Crommi ol Dmrrnimioee m m LI
For special permissions or for advanced settings, Advanced |
click Advanced. —

ak I Cancel | Lpply |
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Creating the HTTP Virtual Server in IIS

Create the HTTP virtual server in IIS for the bootROM bootup.

To create the HTTP virtual server:

1. Open Internet Information Services (IIS) Manager. Right-click Web Sites,
and then select New > Web Site.

t Internet Information Services (IIS) Manager M= E |
V3 Fle Action Wiew Window Help | — =] ]
= | OEEFHE(R2E|(2] > 50
f’fg Internet Information Services Description | Identifier | Skate
=58 Servera (lacal computer) 8 Def ault e Site 1 RUAniing
[#-_J Application Paals
o
"'_..J Wb All Tasks r  Web Site (Fromgile)...

Wiew 3
Mew window From Here

Refresh
Export List...

Properties

Help

q | i

kreate new Web site |
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2. From the Web Site Creation Wizard, do the following:

— In the Description box, enter the name of the virtual server (for
example, bootserver http), and then click Next.

Web Site Creation Wizard E2

Web Site Desciption
Dezcribe the Web gite to help adminiztrators identify it

Type a description of the wWieb site.

Dezcrption:

< Back I Mest » .E! Carcel I

— Inthe TCP port this Web site should use box, enter 80, and then click

Next.

Web Site Creation Wizard

IP Address and Port Settings
Specify an IP address, port zetting, and host header for the new Web site,

Enter the IP address to uze for thiz wieb site:
{4 Unassigned) |

TCP part this Web zite should use [Default: 80):
ISD

Host header for this web site [Defaul: None]:

For more information, read the 1S product documentation.

< Back I Mest » I Cancel
b
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— InthePath box, enter the name of the boot directory you created as the
home directory, and then clear the Allow anonymous access to this
Web site check box to secure the virtual server. Then, click Next.

Web 5ite Creation Wizard I

Web Site Home Directory
The home directony iz the oot of your Web content subdirectaries,

Enter the path to wour home directan,

Path:

Ic:\bool Browse... |

[ Allow anomymous access ta this Web site

< Back I Mewt » \_EI Cancel |

— Select the Read, Run scripts (such as ASP), and Write check boxes,
and then click Next. (You require write access for logs, and you need
to run scripts so you can download certificates.)

Web Site Creation Wizard

WwWeb Site Access Petimizzions
Set the acceszs permizzions for this Web site,

Allow the following permizsions:

¥ Read
W Fun scripts [such as ASPE

[ Esxecute [such az 1S4P applications or CGI)
v wiite
[ Browse

To complete the wizard, click Next .

< Back I Hewut » I Cancel
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3. From the Internet Information Services (IIS) Manager window, right-click
the virtual server (for example, bootserver http), and then select

‘_'_‘g File  Action ‘iew Window Help

Properties.
t Internet Information Services (II5) Manager M= E3 |

JETE

o O XEFIR D2 2] w

?:g Internet Information Services
= ot ServerA {local computer)

B Application Pools
[E+__ Web Sites
[ Default Web Site

[#-__J Web Service Extensi

ame

| Path

_Jldap
_Jphonel

_Jbuf_rts34

=] no04f22434da-app.log

Explore B-boot . log
Cpen B-novi-app.log
Permissions B-niow-bootlog
Browse b.cfg
F-app.log
tart E-boot.log
Stop . cfg
Pause
Mew »
All Tasks y [ipg
Wiew [
New Window from Here
Delete 16.jpg
Rename l
Refresh .
Export List. .. Pg
| Froperties |
Help e 16.jpg
Py

B

|Opens the propetties dislog box far the current selection,
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4. From the <virtual server name> Properties window, click the
Directory Security tab. Then, in the Authentication and access control

area, click Edit.
bootserver http Propetties EHE
‘Web Site I Performance I ISAPI Filkers I Home Directory I Documents
Directory Securty | HTTPHeaders |  CustomErars | ASR.MET

i~ Authentication and access contral

Enable anonymous access and edit the
w authentication methods Far this resource.

e,

~IP address and domain name restrictions

@ Grant or deny access to this resource using

IP addresses or Internet domain names.
Edit... |

r~Secure communications
Require secure communications and i

enable client certificates when this Jerver Certiricate. . |
resource is accessed. ) _

Wiews Certificate, ., |

Edit... |

Ok Cancel I Apply | Help |
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5. From the Authentication Methods window, clear all the check boxes,
except the Digest authentication for Windows domain servers
check box, and then click OK. (Digest Authentication requires
Active Directory and a domain user account.)

Authentication Methods

1 Enable anonymous access!

IJse the Following Windomws user account for anonymous access:

Iser name: I ILSR._FAEYM-'W2K3-01 Browse. .. |

Password: I EEEEEEEEEE

- Authenticated access
For the Following authentication methods, user name and password
are required when:

- anonymous access is disabled, or

- arcess is restricked using MTFS access contral lisks
[ Integrated Windows authentication
v Digest authentication For Windows domain servers
[ Basic authentication {password is sent in cleat text)

[~ MET Passport authentication

Default domain; Iqaad.local Seleck, ., |
Realm: Iqaad.local Select... |
a8 Cancel | Help |
LY

10
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6. From the <virtual server name> Properties window, click the
HTTP Headers tab. Then, in the MIME types area, click MIME Types.

bootserver http Properties [ 2]
web Site | Performance | ISAPI Filters | Hore Directory | Documents |
Directory Security HTTP Headers | Custor Errors I A5P.MET

—I~ Enable content expiration
Yeb site content should:

{7 Expire immediately
% Expire after Il IDay(s) j
C Expreon | Ssturdsy , August 08,2009 ~| at [12:00:00 AM =

—Custom HTTP headers

Add...

Edit. ..

REmoye |
—Conkent rating
Reatings help your users to identify what bype of ; ; |
conkent vour site provides. Edit Ratings...

—MIME types
Ei 115 serves only files with extensions registered
P

in the MIME types list, To configure additional
file extensions, click MIME Tvpes.

oK | Cancel | Apply | Help

7. From the MIME Types window, click New.

MIME Types E3 |

Registered MIME tvpes (file extensions):

El:lit. |
Remove |

~ MIME type details
Extension:

MIME type:

K Cancel

11
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8. From the MIME Type window, do the following:
— In the Extension box, enter .*
— In the MIME type box, enter *
— Click OK.

These settings allow the phone to download everything in the boot
directory (for example, .cfg, .Id, etc.).

T S |
Extension: I *
MIME bype: K

Ik [_: I Cancel

Creating the HTTPS Virtual Server in IIS

Create the HTTPS virtual server In IIS for the application bootup. You need to
create a second server because after you enable mutual TLS on the virtual
server, the HTTP portion of the virtual server becomes inactive.

12
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To create the HTTPS virtual server:

1. Open Internet Information Services (IIS) Manager. Right-click Web Sites,
and then select New > Web Site.

W Internet Information Services (I15) Manager M=l &3 I
¥9 File Action Wiew ‘Window Help | -2 %]
I A i) = o = o o = S
P_J Inkernet Information Services Description | Identifier | Skake | Host header
= SemerA (local computer) # Default web Site (Stapped) 1 Stopped
B Application Pools Qbootsewer http 1055822957 Furning
bookse Al Tasks » Web Site (From File)...
_J Web Servic View 5
Mew \Window From Here
Refresh
Expatt List...
Properties
Help
4 | 2
Create new Web site | |

2. From the Web Site Creation Wizard, do the following:

In the Description box, enter a name for the virtual server
(for example, bootserver MTLS), and then click Next.

Web Site Creation Wizard E3
Web Site Desciption
Dezcribe the Web site to help administratars identify it

[,
Hy

Type a description of the Web site.

Description;
bootserver MTLS|

< Back I Mewt > I Cancel

13
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— In the TCP port this Web site should use box, change the port to an
unused port (for example, 9999). (This port will be disabled when
mutual TLS for this virtual server is enabled in a later step.) Then, click

Next.
Web Site Creation Wizard E3

IP Address and Port Settings
Specify an P address, port zetting, and host header for the new web site,

Enter the |P address to use for this \Web site:
fi41 Unassigned) |

TCF port thiz Web site should use [Default: 80);
IEIEISE‘

Host header for this Web site [Default: Maone]:

Far mare information, read the (15 product docunentation.

< Back I ﬂe:-tl)[‘_\l Cancel |

— In the Path box, enter the location of the boot directory (it can be the
same directory as the boot directory you specified in the previous
section), and then clear the Allow anonymous access to this Web site
check box to secure the virtual server. Then, click Next.

Web Site Creation Wizard

Web Site Home Directory
7

The home directory is the root of your Web content subdirectories. S
e

Erter the path to wour hore directory.

Path:
Ic:\boot Browse... |

™ Bllows anonpmous access to this 'web sitel

< Back I Mest > :':I Cancel
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— Select the Read, Run scripts (such as ASP), and Write check boxes,
and then click Next.

Web site Creation Wizard

Web Site Access Pefimissions
Set the access permizzions for this Web site.

Allows the following permissions:

v Fead

[ Execute [zuch az 1SAPI applications or CGI)
IV wdite
[~ Browse

To complete the wizard. click Mext _

< Back I Mest > I Caticel |

3. From the Internet Information Services (IIS) Manager window, right-click
the virtual server (for example, bootserver MTLS), and then select

Properties.
t Internet Information Services {II1S)Manager
‘_'_“g File  Action  Miew ‘Window Help
¢» | A@EXEFRR 2E|Z|r =
?.5 Inkernet Information Services Marne | Path
=8 'l‘e! Serer A {local camputer) __J buf_rts34
B#_J Application Pools ldap
= Web Sikes _J phonet
Default WebSlte (Stopped) = 0004F22434da-app.Jog
” Explore Ha-boot, lag
e gotsn_ervzr tttp. Qpen Ha-now-app.log
B ) Weh Service Extensic Permissions Ha-now-boot, lag
Browse Ha.cfg
Start S-app.log
- ES-boot. g
Stop. -
Pause e
Tdew ¥ brnld
All Tasks 3
165.]
Yiew 3 L
Tew hindow Fram Here
Delete
Renamz 116.jpg
Refresh |
|Opens the properties dialog box Fc e o

_M_
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4. From the <virtual server name> Properties window, click the Web Site tab.
In the Web site identification area, enter 443 in the SSL port box. Click

Apply.
bootseryer MTLS Propetties EHE
Directory Security | HTTP Headers | Cuskom Errors I ASP.MET

Wweb Site | Perfarmance I I3APT Filkars I Hame Direckary I Dacuments

—Web site identification

Descripkion: I baootserver MTLS

IP address: |(.D.II Unassigned) j Ac_lvanced...l
TCP port: |9999 s5L part; |443|

—Connections

Connection Eimeaut: I 120  seconds

¥ Enable HTTP Keep-alives

—Iv Enable logging

Active log Format;

| 3C Extended Log File Format »| Froperties... |

[0]4 I Cancel | apply %J Help |

5. Click the HTTP Headers tab. In the MIME types area, click

MIME Types.
bootserver MTLS Properties ﬂ -
Web Site I Performance | ISAFI Filters I Home Directory | Documents I
Directory Security HTTP Headers I Custom Errors | 45PNET

—1 Enahble content expiration
Wweb site content should:

) Expire immediately
% Expire after Il IDay(s) j
" Expire on | Sunday , August 09,2009 | o |12:DD:DDAM =

Cuskom HTTP headers

add...
Edit. ..

Remoyve

—iContent raking

Ratings help wour users ko identify what bype of

content your site provides, Edit Ratings. .

f L

—MIME types
E‘ 115 serves only files with extensions registered
daa

in the MIME tvpes lisk, To configure additional
file exctensions, click MIME Types.

OF Cancel Apply | Help |

16
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6. From the MIME Types window, click New.

MIME Types E3

Reqgistered MIME tvpes (File extensions):

El:llt |

Bernave

|

—MIME kyvpe details
Extension:

MIME bype:

QK

Cancel

7. From the MIME Type window, do the following:

— In the Extension box, enter .*
— In the MIME type box, enter *
— C(Click OK.

N

POLYCOM

These settings allow the phone to download everything in the boot

directory (for example, .cfg, .Id, etc.).

S ~ |

Extension: I *

MIME type: [

OK,I:« I Cancel |

There is now two functioning IIS virtual web servers (HTTP and HTTPS).

8. At the command prompt, type IISRESET to restart the web servers.

17
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Installing Microsoft Certificate Service

Note Skip this section if you are using a certificate from a well known certificate authority
such as VeriSign. If you plan to run your own certificate authority, complete the
following steps.

Note Before you complete the following steps, make sure your provisioning server is
running or part of an Active Directory.

To install Microsoft Certificate Services:

1. In Control Panel, double-click Add or Remove Programs. Then, on the
far-right of the screen, click Add/Remove Windows Components.

2. From the Windows Components Wizard window, do the following:

— Select the Certificate Services check box, and then click Next.

Windows Components Wizard

Windows Components
Y'ou can add or remove components of Windows.

To add or remove a component, click the checkbox, & shaded box means that only
pait of the component will be installed. To see what's included in & component, click

Details.

LComponents:

accerzones and Utilities 49MB =«
ﬁﬁpplication Server 4.4 MB

2 E- Cerificate Se

W E-mail Services E—
[] 4 Fan Servines 7amMR j

Descrphor;  Installz a cedification authority [C4) bo issue certificates for uze with
public key secunity programs.

Total digk space required: 47 MB Detaiks |
Space available on digk: 13725.0 MB —

¢ Back I Hext > I Cancel | Help |
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— Select Enterprise root CA (assuming the server is running
Active Directory), and then click Next.

Windows Components Wizard [ |
CA Type

Select the type of CA you want to set up.

" Stand-alone root C&
" Stand-alone subordinate C&

Deszcription of CA, type
The most trusted CA in an enterprize. Should be installed before any other CA,

[T Use custom settings to generate the key pair and 4 ceificate

< Back I ﬂeHl}[:I Cancel I Help

— In the Common name for this CA box, enter the common name for
your certificate authority (for example, the server name), and then

click Next.
Windows Componentswizard ____________ K]

CA Identifying Information
Enter information to identify this Ca,

LCommaon name for this CA:
Sererd

Distinguizhed name suffiz:
[DC=gaad.DC=local

Freview of distinguished name:
CM=ServerA DC=gaad.DC=local

Walidity perioc: Expiration date:
|5 IYea's v[ TAI0AZ014 | 155 AM

< Back I ﬂext>[: I Cancel Hzlp
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— In the Certificate database and Certificate database log boxes, enter
the default file locations for the certificate database and database log,

and then click Next.

Windows Components Wizard

Certificate Database Settings
Enter locations for the certificate database, database log, and configuration
infarmation.

Certificate database:

Browse... |
Cerlificate database log:
IC:\W’INDDWS\system32\CertLog Browse... |

[~ Staore configuration information in a shared folder
Shared folder:

I Brovze,.. |

I~ | Freserve evisting certificate database

< Back I Hewxt » IE I Cancel Help

Note At this point, the Microsoft Certificate Authority will start to install. Microsoft
Windows 2003 media may be required to complete the installation.

20
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Creating the IIS Server Self-Signed Certificate for the IIS HTTPS Server

Note This step is not required if you use a certificate from a known CA.
To create the IIS server self-signed certificate:
1. Open Internet Information Services (IIS) Manager. Right-click the HTTPS
virtual server (for example, bootserver MTLS), and then select
Properties.
W Internet Information Services (I1S)Manager =l B3|
¥ File Action Miew Window Help | oy =l |
& = @@ X B @2E 2 » =
f’.g Internet Information Services ame | Path | S &
= oL Servar A (local compuker) I buf _rts34
+-__) Application Poals _ldap
_| eb Sites I phonet
Default Web Site (Stopped) I '-| 004F22434da-app.log

hoaotserver MTLS
bootserver http
_| "Web Service Exbensic

Explore
Cpen
Permissions
Browse

Stark
stop
Pause

Mew 3
All Tasks 3

= 3
ew swindow Ffrom Here

|Opcns the propertics dialog box Fe

Delete
Renamz
Refresh
Export List...

Ha-boot. log
Ha-now-app.log
Ha-now-boot. log
Ha,cfg
BS-app.log
BS-boot,log
BS.cfg

m.ld

16.jpg

116.jpg

N

POLYCOM
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2. From the <virtual server name> Properties window, click the
Directory Security tab. In the Secure communications area, click
Server Certificate.

bootseryer MTLS Properties [ 7]
Web Sike I Performance I ISAPI Filkers I Home Directory | Diocuments I
Directory Security | HTTPHeaders |  CustomEmors | ASP.MET

—Authentication and access control
! ; Enable anonymaus access and edit the

authentication methods For this resource. Edit... |

~IP address and domain name restrictions

@ Grant or deny access to this resource wsing

IP addresses or Internet domain names.
Edit... |

—Secure communications

Require secure communications and
enable client certificates when this
resource is accessed,

‘Wiew Certificate. ..

Edit... |

OF | Cancel | Apply | Help |

3. Click Create a new certificate, and then click Next.

IIS Certificate Wizard
Server Certificate
These are the methods for assigning a certificate to a'w'eb site.

Select the methad pou want ta use for thiz web site:

" Azzign an existing certificate
" Import a certificate from a Kep Manager backup file.
" |mport a certificate from a .pfs fils

" Copy or Move a certificate from a remate server site ta this site.

< Back I Mext » I\I Cancel
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4. From the IIS Certificate Wizard, do the following:

— Click Prepare the request now, but send it later, and then click Next.

II5 Certificate Wizard
Delayed or Immediate Request

You can prepare a request to be sent later, or you can zend one
immediately,

Do you want to prepare a certificate request to be sent later, or do you want to gend it
immediately ta at online certification autharity?

' Prepare the request now, but send it lates

£ Send the request immediately to an online certification autharity

¢ Back I MNext » [_\I Cancel |

— Inthe Name box, enter a friendly name for the certificate (for example,
bootserver MTLS), and then click Next.

115 Certificate Wizard
Mame and Secunty Settings
“Vour mew certificate must have a name and a specific bit length.

Type a name for the new certificate. The name should be easy for you bo refer to and
remember.

I ame:

The bit length of the enciyption key determines the certificate’s encrpption strength.
The greater the bit length, the stronger the security. However, a greater bit length may
decreage performance.

Bit length: |1|324 vI

[ Select cryptographic service provider [CSP) for this certificate

< Back I Hest > E'I Cancel
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— In the Organization and Organizational unit boxes, enter your
organizational information, and then click Next.

IIS Certificate Wizard

Organization Information
Your certificate must inchude information about pour organization that
distinguizhes it from other organizations.

Select or type pour organization's name and your organizational unit. This iz lwpically the
legal name of your organization and the name of your divizion or department.

Far further information, consult certification authority's ‘Web site,

Organization:

IF'DI_I.Jcom j

Organizational unit:
I\r"oicd j

< Back I Mext > i! Catcel |

— In the Common name box, enter the common name you will use to
access the IIS HTTPS web server (for example, the HTTPS server’s
fully qualified domain name), and then click Next.

115 Certificate Wizard
Your Site’s Common Name
our YWeb site’s common name is its fully qualified dormain narme.

Type the common name for your site. I the server iz on tha Intemet, use a valid DMS
narne. |f the server is on the intranet, you may prefer to uss the computer's NetBI0S
rname.

If the comman name changes, pou will need to obtain a new cedificate.

Comman name;

Sernver A qaad.local

< Back I Mest » &! Cancel
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— Enter your location information, and then click Next.

IIS Certificate Wizard

Geographical Information
The certification autharity requires the following geographical information.

LCountry/Region:

ID’-‘« [Canada) vl

State/province:

e =]
City/locality:

IBumab_l,.{ j

State/province and City/locality must be complete, official names and may not contain
sbbreviations.

¢ Back I Mest > ‘E! Cancel |

— In the File name box, assign the certificate request a name you will
remember, and save it to your desktop so you can access it in step 8.
Click Next.

IIS Certificate Wizard [ %]
Certificate Request File Hame
Your certificate request iz saved as a text file with the file name you
specify.

Enter a file name far the certificate request,

File name:
ADocuments and 5ettings\AdministratorD ek top' [EINEEE

i Browse... |

¢ Back I Mest > ‘E I Cancel
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5. Load a web browser and go to http:/ /localhost/ certsrv (the Microsoft

Certificate Services web site). Under Select a task, click Request a

certificate.

@T - |g http:fflocalhost: G080/ certsry)

ﬁ'Microsoﬂ: Certificate Services - Windows Internet Explorer

j 4| X ILiveSearch

File Edit ‘“iew Favorites Tools Help

ﬁ? Ehs @ Microsoft Certificate Services

e B - B - & - [ese - GTosk - 7

Welcome

security tasks.

Select a task:

For more information about Certificate Senvices, see Certificate Services Documentation.

equest a cerificatg
View the status of agending certificate request

Dowinload a CA cerificate, certificate chain, or CRL

Use this Web site to request a certificate for your Web browser, e-mail client, or other program. By
using a certificate, you can verify your identity to people you communicate with over the Web, sign
and encrypt messages, and, depending upon the type of certificate you request, perform other

You can also use this Web site to download a certificate authority (CA) certificate, cerificate chain,
or certificate revocation list (CRL), orto view the status of a pending request.

|http :filocalhost: 8080/ certsry fcertrqus, asp

’_ ’— ’— ’— ’_ m |7 Trusted sites

H100% -

NN

6. Click advanced certificate request.

ﬁ'Microsoﬂ: Certificate Services - Windows Internet Explorer

@’—H - |g, http:fflocalhost: 3080) cerksry fcertrqus, asp

j | X ILiveSearch

File Edit ‘iew Favorites Tools  Help

Wk '@Microsoft Cettificate Services

0 i - B) - & - [hesos - Grovs - 7

Request a Certificate

Select the certificate type:
User Cerificate

Or, submit an advanced certificate request.

|http ifflocalhost 8080/ certsry fcertrgad. asp

=

[ T T T T[S trustedsites

#,100%

4
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7. Click Submit a certificate request by using a base-64-encoded CMC or

PKCS #10 file, or submit a renewal request by using a base-64-encoded
PKCS #7 file.

ﬁ'Micrnsnft Certificate Services - Windows Internet Explorer

Q._ y - Ié. http:fflacalhost: 5080/ certsrv/certrgad. asp j | XK ILive Search L

File Edit View Favorites Tools Help

v (& Microsoft Certificate Services ! i - Bl - m=h - |7 Page v (CF Tools - -

Microsoft C

Advanced Cerificate Request

The policy of the CA determines the types of cerificates you can request. Click one of the following
options to:

Create and submit a request to this CA.

Subymit a certificate request by using a base-64-encoded CMC or PKCS #10 file, or submit a
renewtal request by using a base-64-encoded PKCS #7 file,

Eequest a certificate for a smart card on behalf of another user by using the smart card cerificate
enrollment station.

Mote: You rust have an enrollment agent cerificste to submit a request on behalf of another user.

[

ESE

|http :Hflocalhost: 3080 certsrvjcertrgxt . asp

e

. Trustsd sites

8. In a text editor (like Notepad), open the certificate request you saved to

your desktop in step 4, select the entire contents of the file, and then copy
it to your clipboard.

cert_request.txt - Notepad !IEI E

File Edit Format  Wiew Help
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9. Under Saved Request, paste the contents of the certificate request.

(,':'M rosoft Certificate Services - Windows Internet Explorer

@ d |g, http: {flacalhost: 5080/ certsrvicertrgxt.asp j 42l X ILive Search

File Edit Yiew Favorites Tools Help

w e "_,éMicrosoFt Certificate Services

Microsoft Certifi

Submit a Certificate Request or Renewal Request

To submit a saved request to the CA, paste a base-64-encoded CMC or PKCS #10
certificate request or PKCS #7 renewal requast generated by an external source (such
as a \Web server) in the Saved Request box.

Saved Request:

{CMC ar
PLCE#0ar
PRCE #):
Browse for a file to insert. Dele
Certificate Template: Select Al
Adminigtrator j

Additional Attributes:

—|

Attributes: 7
4 »

Inserts the Clipboard contents at the insertion point. ’_ ’_ ’_ ’_ ’_ W| . Trusted sites +, 100%

KR
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Saved Request:

(CMC or
PRCS #10 or
PRCS #7:

Browse for a file to insert

Certificate Template:

Additional Attributes:

Attributes: -
1 »

11. Click Base 64 encoded, and then click Download certificate.

Z',‘"."Microsoft Certificate Services - Windows Internet Explorer

@.\ yr |11 http:,l’,l’localhnst:SDSDIcertsrv,l’certFnsh.aspj | XK ILive Search Feaks

File Edit Wew Favorites Tools Help

i . - »
v ke (& Microsoft Certificate Services 1 | - Bl - o=h v ihPage v {CF Tools +

Certificate Issued

The certificate you requested was issued to you.

© DER encoced or &

[

J Trusted sites RI00% + 4

[Download certificate

N

POLYCOM

10. Under Certificate Template, select Web Server, and then click Submit.
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12. Assign the IIS server certificate a name you will remember, and then save
it to your desktop so you can access it when you install the certificate on
the IIS Server (see Installing the Server Certificate on the IIS Server on
page 33).

Save As
Save jn: lf__@ Desklop j 3 [ B [
D My Documents
‘_'_; Iy Computer
e \:ﬂ Iy Metwoark Places
Documer ﬂ Adminpack
[w‘ Ctemp
(0]
My Dacuments
tdy Computer
L 3
File name: Iiis. e j Save
Save a3 tupe: ISecurit_l,l Certific.ate j Carzel |
A

13. Click the Home icon to return to http:/ /localhost/ certserv, and then click

Download a CA certificate, certificate chain or CRL.

(flMicrosoﬂ: Certificate Services - Windows Internet Explorer

@@ - |g http: fflocalhost: 8080 certsry) j X ILive Search 2 |-

File Edit Yiew Favorites Tools Help

riey »
wodhe (& Microsaft Certificate Services | | iR - = v ;b Page -+ (Cf Tooks ~

Welcome

Use this Web site to request a certificate for your Web browser, e-mail client, or
other program. By using a certificate, you can verify your identity to people you
communicate with over the Web, sign and encrypt messages, and, depending
upon the type of certificate you request, perform other security tasks.

You can also use this Web site to download a certificate authority (CA) certificate,
certificate chain, or certificate revocation list (CRL), or to wview the status of a
pending request.

For more information about Certificate Services, see Certificate Services
Documentation.

Select atask:
Request a certificate
Wiew the status of a pending certificate request
Download a CA certificate, certificate chain ﬁ CRL

=
|http:,l’,l’localhost:SDSDIcertsrv,l’certcarc.asp ’_ ’_ l_ ’_ ’_ ml . Trusted sites F100% - 4
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14. Under Encoding method, click Base 64, and then click
Download CA certificate.

ﬁ'Microsoft Certificate Services - Windows Internet Explorer

e
@ y Iﬁ_i httne fflncalbnsk G030 rerkare frertrare. asn d ([ X Iliva Srarrh L2\~

File Edit Yiew Favortes Tools Help

-9 »
g ok (& Micrasoft Certificate Services | | - B - o= v |-k Page v (G Tools -

-

Microsoft Certificate

Download a CA Certificate, Certificate Chain, or CRL

To trust certificates 1ssued fram this certification authority, install this CA cerificate
chain.

To download a CA certificate, certificate chain, or CRL, select the certificate and
encoding method.

CA certificate:

Current {Server

Encoding method:

 DER

&
Download CA cegificate
Download CA ceth]ficate chan
Download latest base CRL
Download latest delta CRL

=
|D0wnload CA certificate l_l_l_l_’_m|  Trusted sites H100% v A
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15. Save the root CA certificate to your desktop so you can access it when
you install the certificate on the Polycom phone (see Installing the Root
CA Server Certificate on the Polycom Phone on page 36).

K E3

Save As
Save jm I@' Desktop j & 5

[}My Documents

9 My Computer

Q Iy Network Places
\Co1Adminpack
E]temp

iis.cer

My Documents

o

Fdy Computer

-

File name: Irootcdcer j [ Save I
=l ancel |

Save as bype: |Securit_l,l Certificate
P

You now have two certificates saved on your desktop. The IIS server certificate
and the root CA certificate.
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Installing the Server Certificate on the IIS Server

To install the server certificate on the IS server:

POLYCOM

1. Open Internet Information Services (IIS) Manager. Right-click the HTTPS
virtual server (for example, bootserver MTLS), and then select
Properties.

lf; Internet Information Services {I1S) Manager M= I

_M_

¥9 Fle  Action  Wiew Window Help | o =0 |
@ = | AEXEFRR| 20 S| » m
?:g Internet Information Services ame | Path | S &
= __1!5 Sepver A {local computer) I buf_res34
B Application Pools Jidap
=) Wb Sites I phonet
Default web S|t (Stopped) = 0004F22434da-app.log
" " Explore Ha-boot. log
i - web gots?rvzr tttp. Qpen Ha-now-app.log
B Wb Service Extensic Permissions Ha-now-baot, [og
Browse Ha.cfg
Stark 5-app-log
— ES-boot. log —
Stop -
Pause e
e ¥ mld
All Tasks 3
6.
= , [6.jpg
Mew \window From Here
Delete
Fenams 116.jpg -
Refresh | ¥
|Opens the properties dialog box fr it s,
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bootserver MTLS Propetties

Web Site | Performance I ISAFI Filters I Home Directory I Documents
Directory Security | HTTPHeaders |  CustomErars | ASP.NET

2. From the <virtual server name> Properties window, click the
Directory Security tab. In the Secure communications area, click
Server Certificate.

Authentication and access control

Enable anonymous access and edit the
w authentication methods For this resource,

&

1P address and domain name restrictions

@ Grant or deny access bo this resource using

IP addresses or Internet domain names,
Edit... |

—Secure communications

Require secure communications and
enable client certificates when this

resource is accessed. %
Wigw Certificate, . |
Edit... |

Server Certificate. .,

QK | Cancel | Apply | Help |

then click Next.

115 Certificate Wizard

Pending Certificate Request
A pending certificate request is a request to which the certification
autharity has not yet responded.

3. From the IIS Certificate Wizard window, do the following:

POLYCOM

— Click Process the pending request and install the certificate, and

& certificate request iz pending. *what would you like to do?

% Process the pending request and install the certificate:

" Delete the pending request

< Back I MHext > :'il

Cancel
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— Enter the location (for example, your desktop) of the IIS server
certificate you created in a previous section (see Creating the IIS
Server Self-Signed Certificate for the IIS HTTPS Server on page 21),
and then click Next.

IIS Certificate Wizard

Process a Pending Request
Process a pending certificate request by retrieving the file that containg
the certification autharity's responge,

Enter the path and filz name of the file containing the certification authanity's responze.

Path and file name:

C:ADocuments and S ettingshédministratorD esktopbiis. ced Browse... |

¢ Back I Mest » ‘E! Cancel |

— Inthe SSL port this web site should use box, enter 443, and then click
Next.

II5 Certificate Wizard
S5L Port
Specify the SSL port for this web site,

S5L port this web site should use:

e

< Back I ﬂexwil Cancel
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— Confirm the details of the certificate you are installing. Make sure the
information next to Issued To is the fully qualified domain name of
the IIS HTTPS virtual server.

II& Certificate Wizard E |

Certificate Summary
You have chozen toinztall a certificate from a responze file.

To inztall the fallowirg certificate, click Mest.
File nane: C:\Documents and Settings\AdministratorsD esktophiis. cer

Certificate details:

lzzued To SemerA gaad.local
lzzued By ServerA
Ewpiration Date 702011
Intended Purpoze Server Authentication
Fricndly Mamc bootzorver MTLS
Country/Region Ca
State / Province BC
City Burnaby
Organization Palycom
Organizational Unit Woice

< Back Cancel |

The IIS server certificate is installed in the 1IS HTTPS virtual server.
Installing the Root CA Server Certificate on the Polycom Phone

To install the root CA server certificate on the Polycom phone:

1. Copy the root CA certificate to your boot server directory. You saved the
certificate to your desktop in a previous section (see Creating the IIS
Server Self-Signed Certificate for the IIS HTTPS Server on page 21).

2. On the Polycom phone, press the Menu button, and then select
Settings > Advanced.

3. In the Password window, enter your password, and then press the
Enter soft key.

4. Do one of the following;:

— If you have a SoundPoint IP or SoundStation IP phone, select
Admin Settings > Network Configuration > Server Menu.

— If you have a VVX 1500 phone, select Administration Settings >
Network Configuration > Server Menu.
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In the Server Menu window, do the following:

— For Server Type, select HTTP (so that you can download the root CA
certificate from your boot server), and then press the OK soft key.

— For Server Address, enter the server address of your HTTP boot
server, and then press the OK soft key.

— For Server User, enter the user name to your HTTP boot server, and
then press the OK soft key.

— For Server Password, enter the password to your HTTP boot server,
and then press the OK soft key.

Do one of the following;:

— If you have a SoundPoint IP phone, press the Exit soft key twice, and
then save the new configuration.

— If you have a SoundStation IP or VVX 1500 phone, press the Back soft
key twice, and then save the new configuration.

Press the Menu button, and then select Settings > Advanced.

In the Password window, enter your password, and then press the Enter
soft key.

Do one of the following:

— If you have a SoundPoint IP or SoundStation IP phone, select
Admin Settings > SSL Security > CA Certificates >
Install Custom CA Cert.

— If you have a VVX 1500 phone, select Administration Settings >
SSL Security > CA Certificates > Install Custom CA Cert.

In the Install Custom CA Certificate window, enter the location of the
certificate for your root CA server, and then press the Enter soft key.

The phone will download the certificate and display the MD5 fingerprint.

. To accept the certificate, press the Accept soft key.
12.

Do one of the following:

— If you have a SoundPoint IP or SoundStation IP phone, press the
Back soft key, and then select Configure CA Certs.

— If youhave a VVX 1500 phone, press the Back soft key, and then select
Configure CA Certificates.

In the Configure CA Certificates window, select the All Certificates
check box. This ensures that the custom certificate (the root CA certificate
you loaded), as well as the default certificates, are active.

Note Atfter you successfully download the root CA certificate for your server, the Polycom
phone will trust your 11IS HTTPS server.
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14. Press the Menu button, and then select Settings > Advanced.

15. In the Password window, enter your password, and then press the
Enter soft key.

16. Do one of the following:

— If you have a SoundPoint IP or SoundStation IP phone, select
Admin Settings > Network Configuration > Server Menu.

— If you have a VVX 1500 phone, select Administration Settings >
Network Configuration > Server Menu.

17. In the Server Menu window, for the Server Type, select HTTPS, and then
press the OK soft key.

18. Do one of the following:

— If you have a SoundPoint IP phone, press the Exit soft key twice, and
then save the new configuration.

— If you have a SoundStation IP or VVX 1500 phone, press the
Back soft key twice, and then save the new configuration.

Installing the Polycom Root CA Certificate on the Microsoft Certificate
Authority Server

Note This step is not required if you use a certificate from a known CA.

To install the Polycom root CA certificate on the Microsoft Certificate Authority
Server:

1. Access the Polycom Root CA Certificate from
http:/ / pki.polycom.com/ pki/Polycom %20Root %20CA.crt.
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2. The certificate will display. Click Install Certificate.

Cettificate K E3

General | petails | Certification Path |

®,
Certificate Information

This certificate is intended for the following purpose(s):

+ 4l issuance policies
+ 4l application palicies

Issued to:  Polvcom Root C4

Issued by: FPolvcom Roaot C4

¥alid from 3/9/2009 to 3/9/2044

Issuer Skatement |
[o]4 |

3. From the Certificate Import Wizard, do the following:

— Click Place all certificates in the following store, and then click Next.

Certificate Import Wizard E3 I

Certificate Store

Certificace stores are system areas where certificates are kept,

‘Windows can automatically select a certificate stare, or vou can specify a location For

" Bitomatically select the certificate store based on the Eype of certificatel

&' Place all certificates in the Following store

Z=rhificate stare;

Browse. .. |

< Back | Mext = %I Cancel
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— From the Select Certificate Store window, double-click Trusted Root
Certification Authorities, and then click Local Computer. Then,
select the Show Physical Stores check box, and then press OK.

Note If you do not select the local computer certificate store, the server will not recognize

any Polycom client certificates.

Select Certificate Store Ei

Select the certificate store you want to use,

+- ] Persanal -
—|-|__] Trusted Rook Certification Authorities

i Registry

a
+-_| Enterprise Trust
+-1 1 Inbrrmediate Cerbificabinn &othneities :I
l | ]

v Show physical stores

OK I Cancel |

— Click Finish.

Certificate Import Wizard

Completing the Certificate Import
Wizard

‘You have successfully completed the Certificate Import

wizard,
ing setkings:
Automatically determined by t
Content Certificate
| | ©
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The Polycom Root CA certificate is now installed on your server.

To verify that the certificate is installed correctly, open the Certificates
module in Microsoft Management Console (MMC) and confirm that the
Polycom Root CA is listed.

T.. cerbificates - [Consale Root' Certificat e {Lacal Compuber)' Trusted Rook Certification Sothorities' Certificates] HEE l
gk adhn dew Fembes didw B =18 x|
=+ B4 xR EE
Tk Foo: tssed Ta o | ssued By | Expration pat = |
T EH Cartfioates - Cureant Lsa 2= Micrasoft Rock Certiicabs Adthorky  Microsoht Pock CertFicabe vtborky SIR020EL
=HED Castfieatas [Local Computer) etk Epeesse (Class C) Tanusi. . WLk Evpvesss (0 laes ©) Tanosioe.. . 2f20/z009
f=- L] Persons| ElratL ook Koelaguan [Thass &) Tan...  Metlockkoe|agyen [Chass 8] Tanust,,  2HME0LS
-] Trusbed Poek Cortfization Authonities Elristt ok Lot [Clss B) Tarisstun, . HedLock Uslet [Class B) Tarusbuary .. 2{a0fz009
H u'—* C’E"';E‘if:t :.. AECEPTED, (097 . N [TRBILITY ACCERTED, (057 Wirl, 11712004
EH L?;m;f,:ﬁrm Authertes | B30T post Rot <A T r—— & {25009
- [ Unkbrustad Carficanas Elqare:e gemse B0
- (2] THrd-Party Aot Certficarion mphortis | S372mes ] qamscs ) Bi4/0e3
(- [] Tusted Pacnle Eﬁuunuld'dmfﬂmlﬂl Saunskahdsn Ssresri 8 Az
R-{_1 CertfFcsbe Enrolmenk Reguests EEHUHHH‘I‘.‘EH'SH’VH’ICFI Saunakahden SEresni C8 a[Z5/z019
F- 5 =l Tecure Server Certlication Ao, Sacure Server Cerbficaion Adthoriy 107200
Elizn.rzuetcn dass & SerureMet C8 Class 4 10( 15003
= sarrabet CA Oass 8 SaruaMat A Cless B 101EfE00R
Eiz:uzhletcn Aot SecureNet 5 Root 10f 1600
=l 5anrekat CA 552 Rook SaruraMat A FEC ROk 101800
EEEUJESH‘I Prookiza ] Sepurs Sign PookC )l Elpiana]
Elsaruresgn RockCaz SACLFA S RO0bCAZ AI5IEEN
]S eoreSign PookC43 SecursSign Rookl A3 Q15
E]SERVICIOS DE CERTIFICACION - ... SERMICIOS DE CERTIFICACION - ... 3/3/2000
=] 500 Smoare Chent o 500, Securs Cherk Ch Ty
Elsta seowe Sewer Ca 500, Sevure Sewer CA TlajzoLe
7o TrusTerter Class 1 <A TC Tristlenkar Dass 1 <A 111201 =
Hra— Tin st b e home 3 T v\...,.--.l—.-.-n.-.. P T— [ — L'J
Trustad ook Cartification suthorities sborecontains 106 cartificatas, [

Note If your root CA does not recognize the Polycom intermediate CAs, you may have to
install the intermediate certificates, or configure Microsoft to automatically
download the intermediate certificates. For more information, see Troubleshooting
on page 45.
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Enabling Mutual TLS on the IS Server
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You must set the IIS server to require a Client Certificate to enable mutual TLS

on the server.

To enable mutual TLS on the IIS server:

1. Open Internet Information Services (IIS) Manager. Right-click the HTTPS

virtual server (for example, bootserver MTLS), and then select

Properties.

t{ Internet Information Services (IIS) Manager H=] E3 I

‘f_”g Fil=  Action Wiew ‘Window Help |_|- _IEI ll
e s | BMEXEFHR EEE| >N
?Ig Inzernet Information Services ame | Path | S &
E‘""Je; Server A {local computer) _Jbuf _rts34
F-__ Application Paols _ldap
—-__| ‘eb Sites I phonet
Default Web Site (Stopped) | "| 0004224 34da-app.log
- tt Explore Ha-boat,log
E Wieh ;D sgrw;rt D_ Open Ha-now-app.log
- 'eb Service Extensic o
- Permissians Ha-now-boot. log
Browse Ha.cfg
Start pE-app.log
BS-boot,log b
Stop = o
Palise ks
[ * bm.id
All Tasks 4
16,
- , [&ipg
Mew sirdow Fram Here
Delete
Fenams 116.jpg -
Refresh ¥
|Opens -he properties dialog baox feo Bt Lk, |
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2. From the Properties window, click the Directory Security tab. In the
Secure communications area, click Edit.

bootserver MTLS Propetties K E3
‘Web Site I Performance | ISAPI Filkers | Home Directory I Documents I
Directory Security | HTTPHeaders |  CustomEmors | ASP.ET

r~ Authentication and access control

Enable anonymaous access and edit the
w authentication methods For this resource.

P

r~IP address and domain name restrictions

@ Grank or deny access ko this resource using

IP addresses or Internet domain names.
Edit... |

[~ Secure communications
Require secure communications and iFi
enable client certificates when this 3erver Certificats. .
resource is accessed, i -~
View Certificate. .. |
Edit... [ |

QK Cancel | Apply | Help |
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3. From the Secure Communications window, select the Require secure
channel (SSL) check box, and in the Client certificates area, click
Require client certificates. Click OK.

Secure Communications E |

—I¥ Require secure channel (S3L)

[ Require 128-bit encryption

r—Client certificates
" Ignore dlient certificates
" Accept clisnt certificates

& nequire client certificates:

[ Enable dient certificate mapping

Client certificates can be mapped to Windows user

accounts, This allows access control bo resources using .
client certificates. Edit...

[ Enable certificate trust lisk

Current STk I j

Mew, ., | Edit... |

Ok I Cancel | Help |

4. Atthe server command prompt, type IISRESET to reset the IIS Server.

5. Reboot the phone.

The bootROM will now use HTTP with digest authentication, and the
application will use mutual TLS.
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Issue

Do the following...

How can | tell if mutual TLS is
working?

In the serial log, you will see <MACaddress>.cfg being downloaded. The first
section of the log shows one-way SSL working correctly, as shown below:
0727210309]|copy |3|00|'https://:****@Server A.qaad.local/0004f22434da.cfg’ from
'Server A.qaad.local(172.23.0.81)"

0727210309|curl |3]|00|timeout on hame lookup is not supported

0727210309|curl |3|00|About to connect() to Server A.gaad.local port 443 (#0)
0727210309|curl |3|00| Trying 172.23.0.81...

0727210309|curl |3|00|Connected to Server A.qaad.local (172.23.0.81) port 443 (#0)
0727210309|curl |3|00|successfully set certificate verify locations:

0727210309|curl |3]00] CAfile: /ffsO/ca-bundle.crt CApath: none

0727210309|curl |3|00|SSLv3, TLS handshake, Client hello (1):

0727210309|curl |3|00|SSLv3, TLS handshake, Server hello (2):

0727210309|curl |3|00|SSLv3, TLS handshake, CERT (11):

0727210309|curl |3]00|SSLv3, TLS handshake, Server finished (14):

0727210309|curl |3|00|SSLv3, TLS handshake, Client key exchange (16):
0727210309|curl |3]00|SSLv3, TLS change cipher, Client hello (1):

0727210309|curl |3]00|SSLv3, TLS handshake, Finished (20):

0727210309|curl |3|00|SSLv3, TLS change cipher, Client hello (1):

0727210309|curl |3]00|SSLv3, TLS handshake, Finished (20):

0727210309|curl |3|00|SSL connection using RC4-SHA

0727210309|curl |3|00|Server certificate:

0727210309|curl |3]00] subject: C=CA, ST=burnaby, L=bc, O=polycom, OU=polycom,
CN=Server A.qaad.local

0727210309|curl |3]00| start date: 2009-07-23 21:04:34 GMT

0727210309|curl |3]00| expire date: 2011-07-23 21:04:34 GMT

0727210309|curl |[3|00|] common name: Server A.qaad.local (matched)
0727210309|curl |3]00| issuer: DC=local, DC=gaad, CN=Server A

0727210309|curl |3]00] SSL certificate verify ok.

The second section of the log shows mutual TLS being established, as shown
below:

0727210309|curl |3|00|SSLv3, TLS handshake, Hello request (0):
0727210309|curl |3|00|SSLv3, TLS handshake, Client hello (1):
0727210309|curl |3]00|SSLv3, TLS handshake, Server hello (2):
0727210309|curl |3|00|SSLv3, TLS handshake, CERT (11):
0727210309|curl |3]00|SSLv3, TLS handshake, Request CERT (13):
0727210309|curl |3]00|SSLv3, TLS handshake, Server finished (14):
0727210309|curl |3|00|SSLv3, TLS handshake, CERT (11):
0727210309|curl |3|00|SSLv3, TLS handshake, Client key exchange (16):
0727210309|curl |3|00|SSLv3, TLS handshake, CERT verify (15):
0727210309|curl |3]00|SSLv3, TLS change cipher, Client hello (1):
0727210309|curl |3|00|SSLv3, TLS handshake, Finished (20):
0727210309|curl |3]00|SSLv3, TLS change cipher, Client hello (1):
0727210309|curl |3]00|SSLv3, TLS handshake, Finished (20):
0727210309|curl |3|00|Connection #0 to host Server A.qaad.local left intact

Note: The above SSL logs are created for each file that is accessed.

You can verify that mutual TLS is working correctly when <MACaddress>.cfg is
downloaded successfully, as shown below:

0727210309|copy |3|00|Download of '0004f22434da.cfg' succeeded on attempt 1 (addr 1 of 1)
Mutual TLS is not working correctly if you receive a 403 error. You may also
receive 404 errors that indicate that files cannot be found on your boot server.
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Issue

Do the following...

How can | verify a custom
certificate is installed on the
phone?

For authorized Polycom technicians that have access to the serial console, type
copy ca-bundle.crt at the serial prompt. The default certificates will be
displayed and the last entry will be the custom certificate. You can view the
certificate and compare it to the one on the server.

How can | erase the certificates
I've installed on the phone?

You can perform a MAC Reset on the phone, which will reset your phone to
factory defaults. You can also overwrite a previously installed custom certificate
by loading a new custom certificate.

Windows Server 2003 and
Windows® XP clients cannot
obtain certificates from a
Windows Server 2008-based
CA.

Windows Server 2003 and Windows XP clients cannot obtain certificates from a
Windows Server 2008-based CA if the CA is configured to use SHA2 256 or
higher encryption. To obtain the required patch, go to
http://support.microsoft.com/kb/968730.

Intermediate certificates are not
downloaded to complete a
certificate chain by default.

See the topic “Intermediate Certificates Are Not Downloaded to Complete a
Certificate Chain” at
http://www.microsoft.com/technet/prodtechnol/WindowsServer2003/Library/IIS/
77cf4a99-9e0e-42be-8c2e-eaadch24c200.mspx?mfr=true. For information
about manually updating the certificate store, select “Client receives 403.16
error when 1IS cannot process a complete certificate chain” on the same web
page.

For more information, go to http://support.microsoft.com/kb/820129.

Additional Information

For more information on HTTP and HTTPS provisioning, including
Digest authentication, see the following;:

Administrator’s Guide for the Polycom SoundPoint IP/SoundStation 1P/
VVX Family, at www.polycom.com/voicedocumentation

Technical Bulletin 46792, Best Practices when Using HTTP and HTTPS
Provisioning on Polycom SoundPoint 1P, SoundStation IP, and VVX Phones, at
http:/ /www.polycom.com/usa/en/support/voice/soundpoint_ip/Vol
P_Technical_Bulletins_pub.html

Digest authentication and Advanced Digest authentication in Windows Server
2003, at
http:/ /support.microsoft.com/default.aspx?scid=kb;EN-US;824032

Trademark Information

POLYCOM®, the Polycom “Triangles” logo and the names and marks associated with Polycom’s products are
trademarks and/or service marks of Polycom, Inc. and are registered and/or common law marks in the United States
and various other countries. All other trademarks are property of their respective owners. No portion hereof may be
reproduced or transmitted in any form or by any means, for any purpose other than the recipient’s personal use, without
the express written permission of Polycom.
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