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Technical Bulletin CS-24-03

Spectralink DECT OS Hardening

This technical bulletin explains the different OS hardening efforts Spectralink has completed on
the IP-DECT products.

System Affected

Spectralink IP-DECT server 200
Spectralink IP-DECT server 400
Spectralink IP-DECT server 6500
Spectralink IP-DECT Media Resource
Spectralink VIP-DECT Server One
Spectralink IP-DECT Base Station
Spectralink IP-DECT Digital Gateway

Description

Security Implementations

The Spectralink DECT products have undergone various security implementations and tests,
ensuring a robust and secure operating system environment. These measures include:

IP-DECT Servers certified for enhanced DECT Security Step A + B (DECT forum)
e TLS 1.0 and 1.1 are disabled by default, and only TLS 1.2 and 1.3 are enabled by default.
 HTTPS is enforced by default on the graphical user interface (GUI).

»  Strict transport security, cross-site scripting (XSS), and cross-site request forgery (CSRF)
protection are implemented to mitigate potential vulnerabilities.

» Admin Password is strongly hashed with a bit encryption algorithm, enhancing its resistance
to unauthorized access.
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* TLS 1.3 is enforced on all internal connections within the Spectralink IP-DECT products,
ensuring secure communication.

» Support for SIP over TLS and Secure Real-time Transport Protocol (SRTP) is implemented,
ensuring confidentiality, integrity, and authentication for voice communication.

» The operating system is built with hardened compile flags, including stack protectors, read-
only relocations, and fortification checks. These measures enhance the system's resilience
against memory-related vulnerabilities.

» Spectralink conducts ongoing surveillance for Common Vulnerabilities and Exposures
(CVESs) on all components used in its DECT products and promptly addresses any potential
security issues.

* Fuzzing, a technigque for testing system robustness against malicious inputs, is performed
on external interfaces to identify and remediate potential vulnerabilities.

* The firmware image for Spectralink Virtual IP-DECT Server One is encrypted and signed,
ensuring its integrity and authenticity.

» Our IP-DECT products exemplify our dedication to transparency and security. With a
backdoor-free design, restricted system access, robust infrastructure, and ongoing security
evaluations, we prioritize the security and protection of your infrastructure.

Note

At Spectralink, security is a top priority, and we continuously research and develop
our IP-DECT products to ensure they meet the highest security standards possible.
Spectralink has implemented a range of robust security measures to protect our IP-
DECT products and enhance our security posture.

In order to stay ahead of emerging threats, Spectralink actively monitors
vulnerabilities and conducts regular vulnerability assessments. This allows us to
identify and address any potential security risks regularly, ensuring the ongoing
protection of the IP-DECT products.
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Copyright Notice

© 2024 Spectralink Corporation All rights reserved. Spectralink™, the Spectralink logo and the names
and marks associated with Spectralink's products are trademarks and/or service marks of Spectralink
Corporation and are common law marks in the United States and various other countries. All other
trademarks are property of their respective owners. No portion hereof may be reproduced or transmitted
in any form or by any means, for any purpose other than the recipient's personal use, without the express
written permission of Spectralink.

All rights reserved under the International and pan-American Copyright Conventions. No part of this
manual, or the software described herein, may be reproduced or transmitted in any form or by any
means, or translated into another language or format, in whole or in part, without the express written
permission of Spectralink Corporation.

Do not remove (or allow any third party to remove) any product identification, copyright or other notices.

Notice

Spectralink Corporation has prepared this document for use by Spectralink personnel and customers.
The drawings and specifications contained herein are the property of Spectralink and shall be neither
reproduced in whole or in part without the prior written approval of Spectralink, nor be implied to grant any
license to make, use, or sell equipment manufactured in accordance herewith.

Spectralink reserves the right to make changes in specifications and other information contained in this
document without prior notice, and the reader should in all cases consult Spectralink to determine
whether any such changes have been made.

NO REPRESENTATION OR OTHER AFFIRMATION OF FACT CONTAINED IN THIS DOCUMENT
INCLUDING BUT NOT LIMITED TO STATEMENTS REGARDING CAPACITY, RESPONSE-TIME
PERFORMANCE, SUITABILITY FOR USE, OR PERFORMANCE OF PRODUCTS DESCRIBED
HEREIN SHALL BE DEEMED TO BE A WARRANTY BY SPECTRALINK FOR ANY PURPOSE, OR
GIVE RISE TO ANY LIABILITY OF SPECTRALINK WHATSOEVER.

Warranty

The Product Warranty and Software License and Warranty and other support documents are available at
http://support.spectralink.com.

Contact Information

US Location Denmark Location UK Location

+1 800-775-5330 +45 7560 2850 +44 (0) 13 4420 6591
Spectralink Corporation Spectralink Europe ApS Spectralink Europe UK

2560 55" Street Bygholm Soepark 21 E Stuen  Suite B1, The Lightbox

Boulder, CO 80301 8700 Horsens Willoughby Road

USA Denmark Bracknell, Berkskhire, RG12 8FB

United Kingdom

info@spectralink.com infoemea@spectralink.com infoemea@spectralink.com
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