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Chapter 1: Introduction
Welcome to AMIE
AMIE stands for Advanced Mobile Intelligence for Enterprise, an analytics tool developed by
Spectralink to support Spectralink mobile devices. For Versity smartphones, the AMIE Agent
application resides on the smartphone and collects key metrics for proactive monitoring and
alerting. Spectralink 84 Series feature phones will heartbeat to the AMIE gateway.
When the AMIE Analytics software is activated, the AMIE agent forwards metrics such as
battery status and device status, performance, and utilization to the AMIE Analytics system
which analyzes the information and presents it in a GUI interface on the AMIE Console for realtime system monitoring and management.
No other app or system can provide clear measurements of voice quality over Wi-Fi or the exact
call metrics that give a telecom administrator the tools needed to manage the most efficient
telephony system in existence today.
AMIE can help you answer common questions that arise when a fleet of mobile devices is
deployed.
1

Do batteries need replacing?

2

Are any phones missing?

3

Do I need more phones?

4

How much power are the devices
consuming daily?

5

What apps are using the most power
and how much?

6

Can I redeploy devices from one
department to another?

7

How are my devices performing?

The rest of this document will explain how
you can leverage the AMIE system to
answer these and other questions to
maximize your investment in Spectralink
mobile devices.
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Note: How to use AMIE to diagnose trouble spots
AMIE can help identify where issues might be present by providing important
performance and other metrics provided by the devices. Once an issue is isolated,
diagnosis and analysis tools like logs can be used to drill down and locate the root
cause from a network perspective. Contact Spectralink support representative for
help with performance, connectivity, or other issues.
Spectralink Battery Management Essentials
All AMIE Essentials customers can set up the AMIE Gateway using the AMIE
Essentials license. The entire AMIE Console is available for the first 90 days. After
that, Essentials customers can continue to access the Battery Management
screens.

AMIE Essentials—AMIE Advanced
AMIE comes in two different “flavors”, AMIE Essentials and AMIE Advanced. Amie Essentials
provides a vehicle to simplify app configuration and battery management. AMIE Advanced
provides everything in AMIE Essentials plus the full range of device management and analytics
tools.
Feature

AMIE Essentials

AMIE Advanced

AMIE Main Dashboard

✓

✓

AMIE Battery Management

✓

✓

Spectralink Application Manager* (formerly SAM)
• Batch Configuration
• Streamlined Extension Set-Up
• Copy Configuration

✓

✓

Web-Based User Interface for Software Updates* (Beta)

✓

✓

Web-Based User Interface for Device Logging* (Beta)

✓

✓

AMIE Device Management

✓

Proactive Monitoring & Alerting & Automated Monthly
Report

✓

Performance Management & Location View
• Call Quality,
• Dropped Calls,
• Roaming*,
• Signal Strength,
• Packet Loss)

✓

* Available for Versity Smartphones only.
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About this Document
This document covers how to activate and use the AMIE console to provide the desired Versity
metrics. This document assumes that Spectralink mobile devices either have been deployed or
are in the process of being deployed.
This document details these aspects of the AMIE analytics tool:
•

How it works

•

Planning your deployment

•

Initial configuration of the AMIE console

•

Configuring the gateway

Product Support
Spectralink wants you to have a successful installation. If you have questions please contact the
Customer Support Hotline at 1-800-775-5330.
The hotline is open Monday through Friday, 6 a.m. to 6 p.m. Mountain time.
For Technical Support: mailto:technicalsupport@spectralink.com
For Knowledge Base: http://support.spectralink.com
For Return Material Authorization: mailto:nalarma@spectralink.com
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Chapter 2: How AMIE Works
AMIE analytics provides access to device information to manage shared devices in fleet at the
telecom administrator level. The granularity of this information is only available with AMIE. The
architecture of the system provides immediate information to the person who needs it most,
exactly when the information is needed.

Architecture

Spectralink mobile devices transmit metrics via Wi-Fi to the AMIE gateway which is an onpremise virtual machine. The AMIE gateway consolidates the metrics from all mobile devices
and transmits them via the internet to the AMIE Cloud. The Cloud stores the metrics in the AMIE
database, so it can be viewed in the AMIE Console. The AMIE Console is web-based and can
be viewed by any internet connected device with a web browser from anywhere in the world.
Spectralink recommends
To protect the security of your network, Spectralink recommends a firewall be placed
between the AMIE gateway and any cloud connection per the above diagram. Only
outbound rules are required. No port forwarding rules are necessary as no inbound access
is required.
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AMIE Essentials Battery Management
If you are “trying out” AMIE through the AMIE Essentials program, please follow these steps:
1

Set up the AMIE Gateway as described in Chapters 1 through 3.

2

In Chapter 3, Step 3, enter the AMIE Essentials license you received when ordering
SAM (Spectralink Administration Management) component.

3

The AMIE console will be fully accessible during the first 90 days of the license. This is
the trial period. After the 90-day period expires, you will be able to access the Battery
Management component only.
The Navigation panel will lock the inaccessible components and look like this:
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AMIE Advanced
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System Requirements
The size of the system you require depends upon the number of devices you will connect to
AMIE.

* A smaller gateway is available if needed. Please contact Spectralink Customer Support.

Gateway (VM) requirements
One gateway is required for each site.
Minimum VM Specs:
•

RAM / CPU storage as per chart above

•

7th Gen Intel Core i5 Quad Core processors (or newer)

•

Set up VM with either Static/Reserved IP or FQDN (FQDN recommended)

Network requirements
VMWare ESXi version 6.5 is supported.
Caution
Install OVA file directly into ESXi server Do not import.

Firewall policies
All firewall URLs require outbound access using port 443. Below is the list of URLs that the
gateway must have access to:
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URL
https://spectralink-prod-AMIE-gateway.s3.amazonaws.com
https://AMIE-gateway-dependencies.s3-us-west-2.amazonaws.com/rke_linux-amd64
https://AMIEubunturepos.spectralink.com/
ssm.us-west-2.amazonaws.com
ssmmesages.us-west-2.amazonaws.com
ec2messages.us-west-2.amazonaws.com
secretsmanager.us-west-2.amazonaws.com
s3.us-west-2.amazonaws.com
sqs.us-west-2.amazonaws.com
apigateway.us-west-2.amazonaws.com
ec2.us-west-1.amazonaws.com
us.archive.ubuntu.com on 80

Mobile device requirements
Ensure Versity mobile devices are on the same network and can communicate with the AMIE
console over port 8883.
Minimum software version for Versity 95/96-Series is R1.8
Minimum software version for Versity 92-Series is R1.0
Minimum software version for Spectralink 84 Series is R6.4 for the 6.x branch and R7.5 for the
7.x branch
Minimum software version for SAM is R1.2 for 95/96-Series and R1.3 for 92-Series.
If using Spectralink 84 Series with CMS, no particular version is required as Custom Settings
are used to configure the required parameters.

Floorplan
AMIE can provide visual reference of a corporate Wi-Fi access points (APs) on a floorplan
allowing you to view information such as device last location or color-coded call performance.
Uploaded location floorplans in AMIE must conform to the following specifications:
•

Floorplan image (PNG or JPG)
The image expands or shrinks horizontally to fill the allotted space and can be scrolled
vertically if needed. Best results are obtained with a portrait orientation of 1152 pixels
wide, but images must not be more than 2000 pixels wide. If you have a floorplan image
that has a very wide width and short height, then we recommend you rotate the image
90 degrees prior to uploading or for optimal display in AMIE

•

AP list with BSSID and its correlating location (on floorplan)
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Console requirements
Internet access
Browser: Chrome and Firefox are supported, Internet Explorer and Microsoft Edge are not
supported.

Security
Security of data is of primary importance in any signaling system. AMIE and Spectralink phones
use certificate and encryption technologies to ensure secure communication between elements
and within the elements themselves.
•

Security between the phone and the AMIE Console. Each element verifies the identity of
every other element.

•

Encrypted transport of data. Data is encrypted by each element when data is sent and
decoded by each element as it is received.

•

Information is encrypted on each element prior to storage.

Data in transit
Each phone carries its own device certificate and AMIE has its own certificate A mutual
handshake secures communication between AMIE and the phone. The AMIE Console provides
its certificate when it initializes and pushes information to the phone. The phone responds with
its device certificate thus forming a mutual recognition system for encrypted messages to be
exchanged.
The AMIE gateway communicates with the Cloud server over HTTPS which is also secured via
certificate.

Data at rest
The AMIE Console database is secured by encryption technology.
MySQL database encryption is HIPAA compliant.

Cloud security
AMIE Cloud uses HIPAA compliant services.

User access security
An email verification is required on signup. The user is sent an email verification link and only
when the link is clicked is the user able to setup a secure password and login to the AMIE
Console.
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A user entering the Console is locked out after three incorrect entries. An administrator must
reset the entry for this user when this occurs.
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Chapter 3: Planning your System
AMIE provides a hierarchical system for organizing devices by facility.
In the AMIE Console, during the account setup, a top-level Organization is created and licenses
are assigned to it. One or more Locations are configured for the organization to receive metrics
from the devices. The mobile devices are configured to send metrics to one or more AMIE
gateways. An FQDN (fully qualified domain name) is required to configure a mobile device to
recognize more than one AMIE gateway and roam between multiple locations.

Single Organization with one Location
With a single organization, all devices and their
licenses are purchased by one account are
entered into and managed through this one
organization. The organization must have at least
one Location/AMIE gateway.

Single Organization with two or more
Locations
More than one location may be added to an Organization to further identify where a device
metric was sent from, which allows you to filter and segment data in the AMIE console. This is
especially useful if there is a satellite office using devices. In such a case, each additional
Location must have an AMIE gateway.
In some arrangements, it is useful to have devices roam among locations. When multiple AMIE
gateways use a common FQDN, a device can roam between multiple locations and continue to
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send metrics from each location. The metrics are identified by Location and the device
continues to be monitored in the AMIE Console regardless of its location. Instead of a common
FQDN, if each location gateway has a unique IP address then metrics will only be sent to cloud
through the home gateway configured on the mobile device. The mobile device will buffer
metrics while at different locations and then send those metrics once it returns to its home
location.
In the examples below, Org A devices are using an FQDN to identify AMIE gateways. Org B is
using unique IP addressing to identify the AMIE gateway. Org A devices can send metrics to the
AMIE Console even if they change location. Org B devices will not send metrics to the AMIE
Console when the mobile device roams to another location and will buffer metrics until they
return to their home location and reconnect to the AMIE gateway.
Example using FQDN allowing roaming
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One Account with two or more Organizations
When separate major facilities must manage mobile devices and licenses independently,
separate Organization are set up under the same customer account using the AMIE Console.
Each Organization functions independently and AMIE metrics are reported separately. An
administrator can simply switch the view to another Org using the same AMIE Console. An
example of when to use multiple organization would be if two sites managed IT budgets
independently and Location 1 and Location 2 each had its own IT budget for AMIE licenses.
Setting up two organization would prevent Location 1 from using the licenses purchases by the
Locations 2 budget.

What example to follow?
In consultation with a Spectralink system expert during a Proof of Concept (POC) period,
consider the following points to help answer the type of setup that will answer your needs best.
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•

What are your key concerns and how do you hope to benefit from the AMIE data?
Discuss the current organization of data and changes you hope to make or need to
make to maximize AMIE.

•

Analyze how data is organized, compiled, merged, separated, displayed and reported
currently and the pros and cons of any current system.

•

Licenses: Who owns the licenses? Who purchases and uses them?
For example, when considering multiple locations or organizations, will the system be
controlled by a central IT department that will purchase and manage all the licenses? A
single org will work best for this system.
Complex organizations where facilities are separately managed may do better with
multiple orgs. Licenses are tied to each org’s purchasing entity and managed by that
org’s IT department.

•

Who views and manages the data?
Generally speaking, the personnel in the area that manages the telecom system will be
those who most need access to the data from the AMIE Console.

•

How should data be aggregated? Data aggregates up to the Org level at the top. Design
your system so that the named Org collects all the data from Locations assigned to it.

•

Draw a sample diagram to show how the AMIE architecture fits into your system to fulfill
your needs. Include number of licenses needed, org names, locations and users.

•

Who will be the super users, who else needs access? Who will manage the system,
make reports, monitor the phones, etc.

Access for Reseller / Third Party / Service Provider
AMIE provides access to multiple accounts to resellers or service providers by customer
invitation only. Contact your Spectralink AMIE representative for more information.

Licensing
Licenses for AMIE Advanced are sold on a per mobile device per year basis. One and three
year licenses are available. A single license purchase is for one or more phones in a license
group.
When the first license group purchase is made, an email is sent to the designated recipient who
signs into AMIE Console and verifies the license through the new org signup process.
Spectralink then validates the license group and the licenses are available for the number of
phones in the license group.
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Once this process is completed as part of the initial sign in, the account is set up in the AMIE
Console and additional licenses are validated through the AMIE Console Admin tab for that
specific organization.
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Chapter 4: Getting Started
AMIE comes in two forms:
•

Essentials – includes Versity utilities applications and SAM software.

•

Advanced – includes Versity utilities applications and SAM software plus access to AMIE
Analytics

When either package is purchased, an email is sent to the recipient on record which provides
(for Essentials) the customer account number, the license to use with SAM and (additionally for
Advanced) the AMIE Analytics console license to use with AMIE analytics console.

Step 1: Purchase and Initial Setup
Your Spectralink representative can walk you through the purchase process.

Step 2: Receive Authorization Email
Account Number

[the customer number—needed to access an on-site server for SAM (or AMIE
console?)]

Part Number

[identifies what was purchased]

Notes

[additional information from Spectralink]

Customer PO

[purchase order number given by the customer]

Spectralink PO

[purchase order number assigned by Spectralink]

Number of Spectralink
Mobile devices

[the number of licenses being purchased]

License Key

[a string of 500+ characters]

Link to AMIE console

[the unique link for this customer]

Step 3: Sign up and Configure the Console
License Key and Region
1

The link to the console is provided in the authorization email. Click the link to open the
sign in page.
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Example sign in page

2

Click the Sign-Up button in the lower right. The Customer Sign-Up Portal will open and
the text box will prompt you for the License Key from the AMIE authorization email.

3

Enter the License key. Simply copy it from the authorization email without including any
paragraph marks or carriage returns or blank spaces. Paste it into the License Key text
box.

4

Click Submit. The Welcome to AMIE page will open.
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The information on this page will reflect the information in the AMIE authorization email.
Check the Account ID, Account Name, AMIE package purchased and number of devices
to verify the information.
5

Enter the name you wish to use for the organization.

6

Use the dropdown to select the Deployment Region where the AMIE system will be in
use. This is the location where the cloud will store your data so it should be on the same
continent as the facility, if possible.
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7

Once the required information is provided, you may click the Start Configuration Process
button.

Create Initial Super User
The first user must be a Super user who has access to the entire account for the named
organization.

Simply enter the email of the Account Super User in the text box and click Send Welcome
Email.
This person will receive a welcoming email with a link that will allow further configuration of the
AMIE console.

Create Locations List
The Super User must use the link in the Welcome email to continue the configuration.
1

Click the link in the Welcome Super User email to open the Create Locations List tab.

2

Click Add Location. The Location details screen opens. Populate the information
requested.
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3

Begin downloading the OVA file relative to the number of devices that will be connected
to the Gateway. This OVA will be deployed in Step 4: Configure the AMIE Gateway

4

Choose a unique Gateway name and enter the DNS/IP entries where the Gateway will
be reached in order to populate the SSL certificate. DNS is recommended, but the
certificate can be re-generated later from the Gateway Details page in AMIE. The first
entry will be the Common Name (CN) on the certificate. All entries will be populated in
the certificate’s Subject Alternative Name (SAN).

Enter additional locations as needed and then view the locations list:
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Confirm the location

Review AMIE Set-Up Options
The “Curl” command is used to configure the local AMIE gateway.
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Copy and save the curl command and the MQTTS certificate for later use. The curl command is
also emailed to the super user (administrator).
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Step 4: Configure the AMIE Gateway
Set up the AMIE gateway according to these instructions.

System requirements
See System Requirements. Contact your Spectralink representative with any questions.

Set up new VMware VM
To setup a new AMIE Gateway you will need to create a new VMWare VM.
1

Select creation type, “Deploy a virtual machine from OVF or OVA file”. The software is
available on the Spectralink AMIE Advanced support site.

2

Click Next.
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3

Enter a name for your AMIE GW VM.

4

From Windows Explorer, drag & drop the AMIE GW OVF/OVA file.

5

Click Next.

6

Select the storage datastore for AMIE GW to use.

7

Click Next.
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8

Select the Network Mapping, Thick Disk provisioning and Power on automatically for
AMIE GW to use.

9

Click Next.

10

Review information and click Finish.
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You may also see a warning “required disk image is missing”, this is a bug with the ESXi version
and can be ignored.

Install the AMIE Gateway
AMIE GW requirements were mentioned relative to the number of devices when downloading
the OVA file in Step 3: Sign up and Configure the Console

1

Open the console window for the AMIE GW VM.
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2

At the login prompt, enter the default credentials:
Login = amiegw
Password = Admin!23
A readme file is provided for convenience.
Enter the following command to display the README file:

cat README

3
At the prompt, run the network_init command:
amiegw@spectralink-amiegw:~$ sudo network_init
4

5

Using DHCP?
○

If using DHCP select “y” and go to step 6

○

If using Static IP, select “n”

Input IP address, subnet mask, default GW address and DNS info:
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The gateway will then reboot.
6

Open an ssh session to the gateway VM. This will make it easier to paste in the curl
command.

7

Change to super user: From the AMIE CLI, enter
sudo su -

8

Apply your specific AMIE GW information: Copy the Curl command and paste into the
AMIE console window.

9

Click Enter.

10

The curl command installation starts and runs for about 20 minutes. When finished, carry
on with the remaining steps.

Step 5: Connecting Mobile Devices to AMIE
Admin Tip: Whitelist all SSIDs used by mobile devices
Ensure all SSIDs used by mobile devices are added to the SSID whitelist..

Configuring the AMIE Agent for Versity smartphones
Spectralink Versity smartphones use apps to activate features and AMIE 2.0 by default uses
integrated services to manage Versity smartphones. This includes Application Management,
Sys Updater and Logging.
If using Spectralink Application Managememt (SAM) 1.6 or prior, the following configuration is
required. See Spectralink Applications Management Guide.
1

Open AMIE Agent in SAM and enable AMIE Agent.
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2

Configure the AMIE Gateway URL. Use this format:
ssl://[IP address/domain name]:8883

3

Conditional: If running Versity 95/96 software lower than R2.2 or Versity 92 software
lower than R1.3, a MQTTS certificate is needed. Copy the MQTTS Certificate and paste
into the MQTTS Certificate field.

4

Click Save to save the configuration.

At the next heartbeat, the phones will pick up the certificate
and appear on the AMIE console. The AMIE Agent app will
display the AMIE is connected banner.

Configuring Spectralink 84xx models for connecting to AMIE
Unlike Spectralink smartphones, Spectralink 84 Series feature phones do not use apps to
deploy features. Instead, they use configuration files that are custom programmed to activate
the specific features that are needed by any given facility.
Such configurations can be manually programmed using configuration files that are maintained
in a provisioning server. Alternately the desired configuration can be programmed using the
Spectralink Configuration Management Server or “CMS”. CMS provides a GUI program that is
opened in a browser and provides an easy and intuitive way to configure and manage the
deployment of Spectralink 84-Series feature phones. Both methods are covered here. If you
have already deployed Spectralink 84 Series feature phones, you are already using one of
these methods.
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Using a provisioning server
The provisioning server method is thoroughly explained in the Spectralink 84-Series Wireless
Telephone Administration Guide which provides a comprehensive list of every parameter
available on Spectralink 84-Series Wireless Telephones. Only the parameters associated with
implementing the AMIE connection are explained here. Please refer to the sections mentioned
in the Spectralink 84-Series Wireless Telephone Administration Guide for further information.
1

Two new configuration parameters support AMIE on Spectralink 84 Series feature
phones, the heartbeat and the heartbeat interval. These two parameters should be
added to a suitable configuration (.cfg) file.

Parameter

Permitted Values

device.amie.heartbeat.URL

Default
none

AMiE gateway IP address or FQDN. See below if using a secure server (https)/
The http port for the AMiE Gateway is 30090. The https port for the AMiE Gateway is 30091.
device.amie.heartbeat.timeoutSeconds

300 to 3600

900

AMiE Heartbeat Interval. In seconds.
Example configuration:
device.amie.heartbeat.URL="https://172.29.69.56:30091/jarvis/heartbeat"
device.amie.heartbeat.timeoutSeconds="600"

2

Certificate requirements (if using https)
If using a secure server, you will need to configure the AMIE browser certificate.
Navigate to Gateways> Details> Specific Gateway> Gateway Configuration. Copy the
MQTTS certificate and paste it into the configuration file as shown below.
In the example below, we are using ApplicationProfile 1 by setting parameters:

sec.TLS.customCaCert.1= [the certificate pasted here]
sec.TLS.profileSelection.browser="ApplicationProfile1".

Admin Tip: Configuration parameters may already be in use
Please check your existing configuration parameters and ensure the
ApplicationProfile number is available. There are 6 ApplicationProfiles. Our
example uses:
sec.TLS.profileSelection.browser="ApplicationProfile1"

Also ensure the customCaCert is available. Our example uses:
sec.TLS.customCaCert.1

See Spectralink 84-Series Wireless Telephone Administration Guide for full
configuration information.
Copy the MQTTS Certificate and paste into the MQTTS Certificate field.
Example MQTTS certificate configuration
sec.TLS.customCaCert.1="-----BEGIN CERTIFICATE-----

721-0101-00_B.docx
October 2021

34

Advanced Mobile Intelligence for Enterprises—Planning and Installation

.
.
. -----BEGIN CERTIFICATE----MIIDRDCCAiygAwIBAgIUAsvSWjvvKh54W3AiPYefkmMe7HgwDQYJKoZIhvcNAQEL
BQAwXDELMAkGA1UEBhMCVVMxETAPBgNVBAgMCENvbG9yYWRvMRAwDgYDVQQHDAdC
b3VsZGVyMRQwEgYDVQQKDAtTcGVjdHJhbGluazESMBAGA1UEAwwJR2F0ZXdheUNB
.
.
.
UfJsTXYC8Y+tnLpPRT7Bx4Le9N6FRT8g4xDLdbZz5PryoWpOaGOekCL9d4SYjo95
ctrATNeIIFn9/lcF0sC8AwmLsXnn+VXnjV/z15LM9q4cCzeb8UjgbqLTeJWUBiYy
fnXaTuJniiLbG9r36TSdwxUNt1QrqmvA
-----END CERTIFICATE----sec.TLS.profileSelection.browser="ApplicationProfile1"

See Understanding Digital Certificates in the Spectralink 84Series Wireless Telephone
Administration Guide for more information.
3

Push messages.

To allow the phone to receive messages from AMIE, configure push parameters as
explained in Web Browser in the Spectralink 84Series Wireless Telephone Administration
Guide.
Admin Tip: Push messages may already be in use
Push messages are used by various applications. Ensure the push configuration is
not already in use before deploying the configuration.
Example configuration:
<?xml version="1.0" encoding="utf-8"?>
<pushConfig
apps.push.serverRootURL=http://172.29.75.239/
apps.push.messageType="5"
apps.push.username="Admin"
apps.push.password="456"
></pushConfig>

4

Reboot the phone.

At the next heartbeat, the phones will pick up the certificate and appear on the AMIE
console. The AMIE Agent app will display the AMIE is connected banner.

Using the Spectralink Configuration Management Server or “CMS”
The CMS Administration Guide provides information about every setting and option available to
the administrator on Spectralink 84-Series handsets and CMS. See the Spectralink
Configuration Management System Administration Guide for complete information.
5

Please reference the Custom Settings chapter in the Spectralink Configuration
Management System Administration Guide. You will use this method for programming
the needed parameters.
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6

Two new configuration parameters support AMIE on Spectralink 84 Series feature
phones, the heartbeat and the heartbeat interval. These two parameters should be
added to a suitable configuration (.cfg) file.

Parameter

Permitted Values

device.amie.heartbeat.URL

Default
none

AMiE Server IP address or FQDN. See below if using a secure server (https)/
The http port for the AMiE Gateway is 30090. The https port for the AMiE Gateway is 30091.
device.amie.heartbeat.timeoutSeconds

300 to 3600

900

AMiE Heartbeat Interval. In seconds.
Example configuration:
device.amie.heartbeat.URL="https://172.29.69.56:30091/jarvis/heartbeat"
device.amie.heartbeat.timeoutSeconds="600"

7

Certificate requirements (if using https).

If using a secure server, you will need to Use the Custom Settings method for configuring
the AMIE browser certificate as shown below.
In the example below, we are using ApplicationProfile 1 by setting parameters:
Admin Tip: Ensure the ApplicationProfile for the AMIE cert is not already in
use
Be sure to check your existing configuration and use an available slot for the
ApplicationProfile for the AMIE certificate.
sec.TLS.customCaCert.1= [the certificate pasted here]
and sec.TLS.profileSelection.browser="ApplicationProfile1".

Copy the MQTTS Certificate and paste into the MQTTS Certificate field.
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sec.TLS.customCaCert.1="-----BEGIN CERTIFICATE----.
.
.[paste certificate here]
.
.
-----END CERTIFICATE-----"
sec.TLS.profileSelection.browser="ApplicationProfile1"

See Understanding Digital Certificates in the Spectralink 84Series Wireless Telephone
Administration Guide for more information.
8

Push messages

To allow the phone to receive messages from AMIE, configure push parameters as
explained in Web Browser in the Spectralink 84Series Wireless Telephone Administration
Guide.
Example configuration:
<?xml version="1.0" encoding="utf-8"?>
<pushConfig
apps.push.serverRootURL=http://172.29.75.239/
apps.push.messageType="5"
apps.push.username="Admin"
apps.push.password="456"
></pushConfig>

9
10

Save the configuration as explained in the Spectralink Configuration Management
System Administration Guide.
Reboot the phone(s).

At the next heartbeat, the phones will pick up the certificate and appear on the AMIE
console.
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Appendix A: Spectralink References
All Spectralink documents are available at http://support.spectralink.com.

To go to a specific product page:
Select the Product Category and Product Type from the dropdown lists and then select the
product from the next page. All resources for that particular product are displayed by default
under the All tab. Documents, downloads and other resources are sorted by the date they were
created so the most recently created resource is at the top of the list. You can further sort the
list by the tabs across the top of the list to find exactly what you are looking for. Click the title to
open the link.

Specific Documents
Specific Documents
Spectralink Versity software and support documents are available on the Spectralink support
site at http://support.spectralink.com/versity.
Spectralink SAM software and support documents are available on the Spectralink support site
at http://support.spectralink.com/sam.
Release Notes accompany every software release and provide the new and changed features
and resolved issues in the latest version of the software. Please review these for the most
current information about your software.
Spectralink Versity Deployment Guide provides a high-level overview of the deployment process
for Spectralink Versity smartphones. This includes the interface with an EMM, the method for
getting Versity connected to the wireless LAN, and the interface with the Spectralink Application
Management (SAM) server.
Spectralink Applications Management Guide The Spectralink Applications Management (SAM)
Guide provides information about every setting and option for the Spectralink applications that
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are available to the administrator on the SAM server. Time-saving shortcuts, troubleshooting
tips and other important maintenance instructions are also found in this document.
The Spectralink Applications Administration Guide describes each Spectralink app and lists
each parameter configured for each app.
The Spectralink Versity User Guide offers comprehensive instructions for using each of the
Spectralink Applications deployed on the handsets.
For information on IP PBX and soft switch vendors, see the Spectralink Call Server
Interoperability Guide.
For Cisco SPP SIP Integration: CUCM with COP file see the document listed on the Versity site
under the Interoperability tab.
Technical Bulletins and Feature Descriptions explain workarounds to existing issues and
provide expanded descriptions and examples.
AP Configuration Guides explain how to correctly configure access points and WLAN controllers
(if applicable) and identify the optimal settings that support Spectralink Versity mobile device.
You can find them on the VIEW Certified webpage.
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Appendix B: Conventions Used in this
Document
Icons
Icons indicate extra information about nearby text.
Warning
The Warning icon highlights an action you must perform (or avoid) to avoid
exposing yourself or others to hazardous conditions.
Caution
The Caution icon highlights information you need to know to avoid a hazard that
could potentially impact device performance, application functionality, successful
feature configuration and/or affect mobile device or network performance.
Spectralink recommends
A recommendation from the experts at Spectralink.
Note
The Note icon highlights information of interest or important information that will
help you be successful in accomplishing a procedure or understanding a concept.
Tip
The Tip icon highlights information that may be valuable or helpful for users to
know, such as special techniques, shortcut methods, or information that will make
user tasks easier to perform.
Web
The Web Info icon highlights supplementary information available online such as
documents or downloads on support.spectralink.com or other locations.
Timesaver
A time-saving tip is typically used to mention or highlight a faster or alternative
method for users who may already be familiar with the operation or method being
discussed.
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Admin Tip
This tip advises the administrator of a smarter, more productive or alternative
method of performing an administrator-level task or procedure.
Power User
A Power User Tip is typically reserved for information directed specifically at highlevel users who are familiar with the information or procedure being discussed and
are looking for better or more efficient ways of performing the task. For example,
this might highlight customization of a feature for a specific purpose.
Troubleshooting
This element can be used in any type of document and is typically used to highlight
information to help you solve a relevant problem you may encounter, or to point to
other relevant troubleshooting reference information.
Settings
The Settings icon highlights information to help you zero in on settings you need to
choose for a specific behavior, to enable a specific feature, or access customization
options.

Typography
A few typographic conventions, listed next, are used in this guide to distinguish types of in-text
information.
Convention

Description

Bold

Highlights interface items such as menus, soft keys, file names, and
directories. Also used to represent menu selections and text entry to the
mobile device.

Italics

Used to emphasize text, to show example values or inputs, and to show
titles of reference documents available from the Spectralink Support Web
site and other reference sites.

Underlined blue

Used for URL links to external Web pages or documents. If you click on
text in this style, you will be linked to an external document or Web page.

Bright orange text

Used for cross references to other sections within this document. If you
click on text in this style, you will be taken to another part of this
document.

Fixed-width-font

Used for code fragments and parameter names.

This guide also uses a few writing conventions to distinguish conditional information.
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Convention

Description

<MACaddress>

Indicates that you must enter information specific to your installation,
mobile device, or network. For example, when you see <MACaddress>,
enter your mobile device’s 12-digit MAC address. If you see <installeddirectory>, enter the path to your installation directory.

>

Indicates that you need to select an item from a menu. For example,
Settings> Basic indicates that you need to select Basic from the
Settings menu.
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Appendix C: Products Mentioned in this
Document
Android, Google, Google Play, Chrome and other marks are trademarks of Google, Inc.
Microsoft, Internet Explorer and Microsoft Edge are registered trademarks or trademarks of
Microsoft Corporation in the United States and/or other countries.
Cisco is a registered trademark of Cisco Systems, Inc. and/or its affiliates in the United States
and certain other countries.
Firefox is a trademark of the Mozilla Foundation in the US and other countries.
VMWare is a registered trademark of VMWare, Inc.

****END OF DOCUMENT****
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