Spectralinks

Spectralink 84-Series Wireless Telephone

Deployment Guide

Spectralink Software Versions
4.3.Xt0 6.2.X

e ——
1725-86724-000 Rev: Y
December 2019



Spectralink 84-Series Wireless Telephones Deployment Guide

Copyright Notice

© 2012-2019 Spectralink Corporation All rights reserved. Spectralink™, the Spectralink logo and the

names and marks associated with S p e ¢ t r products kré tsademarks and/or service marks of

Spectralink Corporation and are common law marks in the United States and various other countries. All

other trademarks are property of their respective owners. No portion hereof may be reproduced or
transmitted in any form or by any means, for any pur po:
the express written permission of Spectralink.

All rights reserved under the International and pan-American Copyright Conventions. No part of this
manual, or the software described herein, may be reproduced or transmitted in any form or by any
means, or translated into another language or format, in whole or in part, without the express written
permission of Spectralink Corporation.

Do not remove (or allow any third party to remove) any product identification, copyright or other notices.

Notice

Spectralink Corporation has prepared this document for use by Spectralink personnel and customers.
The drawings and specifications contained herein are the property of Spectralink and shall be neither
reproduced in whole or in part without the prior written approval of Spectralink, nor be implied to grant any
license to make, use, or sell equipment manufactured in accordance herewith.

Spectralink reserves the right to make changes in specifications and other information contained in this
document without prior notice, and the reader should in all cases consult Spectralink to determine
whether any such changes have been made.

NO REPRESENTATION OR OTHER AFFIRMATION OF FACT CONTAINED IN THIS DOCUMENT
INCLUDING BUT NOT LIMITED TO STATEMENTS REGARDING CAPACITY, RESPONSE-TIME
PERFORMANCE, SUITABILITY FOR USE, OR PERFORMANCE OF PRODUCTS DESCRIBED
HEREIN SHALL BE DEEMED TO BE A WARRANTY BY SPECTRALINK FOR ANY PURPOSE, OR
GIVE RISE TO ANY LIABILITY OF SPECTRALINK WHATSOEVER.

Warranty

The Product Warranty and Software License and Warranty and other support documents are available at
http://support.spectralink.com.

Contact Information

US Location Denmark Location UK Location

+1 800-775-5330 +45 7560 2850 +44 (0) 20 3284 1536
Spectralink Corporation Spectralink Europe ApS Spectralink Europe UK

2560 55th Street Bygholm Soepark 21 E Stuen 329 Bracknell, Doncastle Road
Boulder, CO 80301 8700 Horsens Bracknell, Berkshire, RG12 8PE
USA Denmark United Kingdom
info@spectralink.com infoemea@spectralink.com infoemea@spectralink.com

1725-86724-000_Y.docx
December 2019 2


http://support.spectralink.com/
http://support.spectralink.com/
mailto:info@spectralink.com
mailto:info@spectralink.com
mailto:infoemea@spectralink.com
mailto:infoemea@spectralink.com

Contents

INtrodUCtiON ...t e e 8
WHhere iS the SOTIWAIE? ... e e et e e e e e e e eaennnnns 8
Recommended SOftWare TOOIS ..o 9

DAY =T 1o 9
TP SO VR .. e et e ettt e et e e e et e e e et e e eaeans 9
REIEASE NOLES ... 9
PrOTUCT SUP PO e 9
Spectralink REFEIENCES ... .o e e e e e a e e e e e aanaes 10
SPECITIC DOCUMENTS ...eeiiiiii e e e e e e e et e s e e e e e e e e eraaa s 10
WHITE P@PEIS ... 11
Conventions Used iN ThiS GUIAE .......uuuiiiiiiiiiiiiiiiiiiiicieeeeeeeeeeee ettt 12
[ol0] o 1S USSP 12

I/ 0o o] £=To] o) V2 PP P SR SSSP 13
Part I: Getting Started .........ccoovvviiviviiiieees 14

Chapter 1: Quick Start with QNC ...........ciiiiiiiiiis . 15

Chapter 2: Handset Usage SCenarios .......ccccceeeveevveviiiieenees aeee 17
RN I N LIRS ToT = = U o = PP 17

Flat DEPIOYMENT ....ee et e e e e e e e e e e e e e bt e e e eaaeeaaaees 18
Group DEPIOYMENT ......ooiiiiiiiiiiii ittt 18
User Profiles DePlOYMENT. ... ..o 19
Listing Handsets/Users to be Deployed ..........oouuiiiiiiiiiiiieiceee e 20
Sample File for Listing Users and Parameters ...........couvvvvviiiiiiiiiiiiiiiiiiiiieeeieeeeeeeeeeeeee 22

Chapter 3: Infrastructure......cccccovveiviiiiiciies i 23
NEtWOTK COMPONENTS ... 23
Recommended REAGING ...ccooe i 23
QUALTY OF SBIVICE. .ottt e e e e e e e ettt e e e e e eeaaaees 24
VWL AN SO CUTTEY e a e e e e e e e e e e e e e e e e e eas 24

SECUNLY MELNOAS ... .o e e e e e e 24
)Y RT =T 0 D= Vo | = o PP PP PPPPPPPPPPP 26
SYSTEM REQUITEMENTS ..oiiiiiiiiiiiiiiiiiie ettt ettt e e e e 27
SYSTEM COMPONENES L.ttt e et ettt e e e et e e e et e e e ean e eeeeenns 27

Spectralink 84-SeriesS NanUSEtS. .........cvvviiiiiiiiiiiiiiii 27

YT Y] T PRSP 28

AACCESS POINES ... 29

1725-86724-000_Y.docx
December 2019 3



Spectralink 84-Series Wireless Telephones Deployment Guide

EtNernet SWILCH ... e e e e e e e e e e e e e eenees 30
Chapter 4: Understanding Wireless Telephony Provisioning........ 31
WHAL IS PrOVISTIONING? Louiiiiiiiiiiiiiiiiiiiiiieteei bbb nnnnnnes 31
THE ProViSIONING PrOCESS ....uuiiiiiiiiiiiiiiiiiiiiiiiiibtiebieiee bbb snnssnnnnnnes 32
Managing Configuration FileS..........ouuiiiiiii e e 33
Viewing the .cfg File TEMPIALES .......uuiiiiiiiiiiii e 33
Where are the TeMPIAtES? .....uu e e e eeaaeaaanes 34
Configuration Folder CONENTS...........coiiiiiiiiiiiiiiiieieeeeeee e 34
Viewing and Editing .CTQ FIl@S........uuiiiiiiiiiiiiii e 35
Creating NeW .CTQ FIlES ... e e e e e e e aaaaes 37
TYPES OF .CTG FIlES. .o 38
TOP LEVEI .CIQ FlES i e 38
General-to-SPeCIfiC CHLEIIA .........cvuiiiie e e e 40
FIat DEPIOYIMEBNT ... 41
(T oYU o DI=T 01014 1 41=T o | ST UUPPPPPRTPR 44
User_ProfilesS_DeployMeENT ... 46
Features DEPIOYMENT ... e e e e e e e e e e e e raa s 48
Part Il: Configuration ........cccoeveviiviviiiiecees e, 49
Chapter 5: Determining What Parameters You Will Need to
CoNfIQUIE. .o iiis i v, 50
Using the Template SpreadsSheet........cooooooiooiiiieieee e 50
WWiTEIES S SBUINGS ettt et e e e e e et e e e e e e e e e e e e et e e e e e eeeeannannnns 51
System and Telephony SetliNgS ....ouiiiiiiiiiiiiiiiiieieeeeeeeee e 52
Per-Phone (USEr) SettiNgS ..ot e e e e e e 53
Feature(s) and Group(S) SetliNGS .ooooeeeeeeeee e 54
Chapter 6: Telephony Server Variations........ccccceeeeevevvnneenee, .. b5
Microsoft Skype for Business Telephony Server ..., 55
Microsoft Lync compatibility ..........cooovimiiiiiiii e 55
Lync Interoperability OVEIVIEW ...........cuuuiiiiii it eaaeeaaanes 57
OPENSIP TelEPNONY SEIVEN .....ooiiiiiiiiiiiiiiiieeeeeeee et 57
Chapter 7: Configuring Central Provisioning Server .cfg files....... 59
Finalize your Deployment SCeNario StrUCTUIE .......iiiieeiiiiiiiiiie e 59
Organize the FIlES ... e e e et eeeeeeeanees 59
(O7eT a1 T 1 =YL (=N o ORI 60
SYSEEIM PAIAMELEIS. ...ttt e e e ettt e e e e e e ennaa s 61
Telephony Parameters ... ..o e 63

1725-86724-000_Y.docx
December 2019 4



Spectralink 84-Series Wireless Telephones Deployment Guide

Feature Parameters ... ...t e e et a e ae 66
USEI PrOfIES .. 70
Configure the Per-phone .cfg File ... 71
Filenames for per-phone or per-user .cfg fileS ..., 71
Per-Phone .Cfg FIlES... ..o e e e e aaanns 72
Per-USEr .CIQ FIlES ... 74
Configure the <MACaddress>.cfg file ..., 77
DEPIOYING FEALUTES ... .t e e e e e e e e e e e e e e e aaaaas 79
2 7T o0 [ U SSSRPPPRRR 79
(070l oo =1 (I BT (=Tl (o] VPSSP 79
(@A TP PP TOPPPPPPP 80
PErSONAl ALGINS ... 80
U] o (o = 1 (I PO SSPPPPPPRPIN 81
1 S T TP PRRPT PP 83
Save the Central Provisioning Server .cfg Files ......ccooooiiiiiiiiiiii e, 84
Chapter 8: Configuring Wireless Parameters (without QNC) ........ 85
Prepare to Configure the Wireless SettingsS.......oceeiiii e 85
The USB_SetUpP fOIAN ... e e e e e e 86
CONFIGUIE WITEIESS.CTQ woviiiiiiiiiiiiiiiiiiieee et 86
(0 0] 1 ] PP PP TP UPPPPTRRPPPIN 87
PRONEAAMINPASSWOIT ......ceiiiiiii et e e et e e e e e e e e e eeeaeaaaaaeeaeeeennes 87
PrOVISIONING SBIVET ... 88
WWIEEIESSSEILINGS vt e et e e e e e e et e e e e e e e e e esat e e e eeeeasnnnes 90
WIi-Fi RAAIO SEIINGS ...ttt 90
Wi-FT SBOUIITY ..ottt e e e e e e e et e e e e e e e e e e et e e e e eeaeeaanees 95

D ] o PSPPI 103
DN ST PR PTP S OUUTPPPPPPRTR 103
SN T P et e e e e e 103
Part lll: Deployment ........cccooeviiiiiiiiee. o, 106
Chapter 9: Set up the Central Provisioning Server................... 107
Central Provisioning Server REQUITEMENTS .......coviiiiiiiiiiiiiiiiiiiiiieeeeeeeeeeeeeee e 107
SEE UP DIFECTOTIES ..ottt e ettt e e e e e e e e e et e e e e e e e e e e et a e aaeaaes 108
| SR T 0 0T ESS o T 108
Downloading Spectralink 84-Series Software Files to the Central Provisioning Server
................................................................................................................................... 109
View the 84-Series SOftware FileS ... 110
Copy your custom .cfg files to the appropriate folders ... 110
Ensure the Provisioning Server is available on the LAN ... 111

1725-86724-000_Y.docx
December 2019 5



Spectralink 84-Series Wireless Telephones Deployment Guide

Chapter 10: Wireless Deployment ......ccccoovvvviiiiievieees e, 112
Identify a Suitable Initial Provisioning COMPULEr ..o 112
Enablethe Handset 6s Net.wo.r.k..Cap.a.b.i.l.i.t.i.e.s.113
Download the Wireless Configuration to the Handsets ..., 113
Optimization Pointers for Quantity Deployment.........ccccooiiieeiiiiiiiiie e, 115
Which Phone Goes to Which USEer? ... 116
Storing Wireless Configuration FileS .........oooiviiiiiiiiiiiiiiiiieeeeeeeeeeeeee 116
Chapter 11: Testing the Handsets .........ccccoeevviveviiee.. 117
WireleSS LAN ASSOCIALION ....uuuiiiii e eeii et e ettt e e et e e e e e e e e e eeaatn e e e e e eaaeeenees 117
Test CONfIGQUIEd FEATUIES......uviii et e e e e et s e e e aaaeeane 117
Chapter 12: Deploying Additional Phones or Features.............. 118
AdAING NEW PRONES ... 118
(7o) a1ilo U] =i o] o 1SS PPPTPPTRR 118

D OYIMIENT ... 118

=] SR SPPPPTR 118
Decommissioning fOr RMA ... e 119
Receiving Phones from RMA ... 119
Changing Phone Configuration ..........cooiiiiiiiiii e 119
Adding New or AdVanCed FEATUIES ......ccoo oo 119
Part IV: Troubleshooting.............coooenn, . 120
Chapter 13: Basic Troubleshooting .......cccccvviivvivviiee. o, 121
CONTIG FIlES ettt 121
Provisioning Methods and Override FIleS.........ooooiiiiiiiiiiiici e 121
Clearing overrides on a single phone ... 122
Yo ] V=V =T =] o o PP 122
LT LoE T @ ] T g T=Tox (o o IR 122
Connection to SIP Server and CallinNg ........ccoovviiiiiiiiiiiiiiiiieeeeeee 123
DTSy o1 -\ SR PUPTPPRRR 123
(8o | 2= To [T 0 To TR 124
SEttiNG UP SYSIOQ et 124
User Accessible Network DIiagnOStiCS.....cccoiviiiiiiiii it 125
ParameEter VAIUBS .....cccoiiieiiiice et e e e et e e e e e e e e e e et it e e e e e e e e e earann s 125
Chapter 14: Wi-Fi DIiagnoStiCS c..covivvviiiiiiiiiiiiiieeeee e, 126
SCreen 1 (PACKEt COUNT) ...cuiiiiiiiiiiiiiiiiiiiiiei ettt 127
Screen 2 (General INFOrMation) ... ..o 127

1725-86724-000_Y.docx
December 2019 6



Spectralink 84-Series Wireless Telephones Deployment Guide

SCrEEN 3 (AP LiST) ciiiiiiiiiiiiiiiiiiiiei ettt 128
MNemOonNiC REASON COUES ........coouiiiiiiiiii et e e 128
Screen 4 (Association COUN/FAIUIE) ......ooevvviiiiiiiiiiiiiiiiiiiieeeeeeeeeeeeeeeeeeee e 129
SCIEEN 5 (SECUTITY) terteeiiiiiiiiiiiiiii ittt ettt ettt ettt et e e et et e e e e et e e e e e e e eeeeeees 130
Screen 6 (Extensible Authentication Protocol (EAP) Information) ...........ccccceeeeeeeeee. 130
Chapter 15: Run Site SUIVeY ....cooevvviiiiiiiiiiiiiiieeiee vieveeeeann, 131
Ul To b= TL= I 0] =T 2= | PUSTRR 133
Chapter 16: Access Point ISSUES ....ccocvvcivvivviiiiiieeiiie e, 135
IN RANGE/OUL-Of-RABNGE ... 135
(O o = Tod 1 4V 2SSOSR 135
TranSMIiSSION ODSTIUCTIONS . .uuuiiiiiiiiiiiiiiiii bbb eeneennennne 135
Part V: AppendiCes......cccoevvviiiiiiiiiiiiins e, 136
Appendix A: Setting up an FTP Server ......cccoooovvveiviieeennnnnn. . 137
Appendix B: Upgrading Spectralink 84-Series Software............ 138
Upgrading Your PRONES ... 138
Appendix C: Using the Web Configuration Utility ................... 141
Configuration Using the Web Configuration Utility ..o, 141
Exporting Configuration FileS ... 144

Appendix D: Software Copyrights and Open Source Information 146

SOftWAre COPYIIONT ..ooiiiiiiiiiiiii ittt 146
OFFER for Source for GPL and LGPL SOftWare ..........cceeiiiieiiiiiiceee e 146
Contact Information for Requesting Source Code ...........ceeeiieeeeiiiiiiiiiiiee e 147
Appendix E: Spectralink Certificates ........ccccoceevvvvieniennnnnn ... 148

1725-86724-000_Y.docx
December 2019 7



This guide introduces the requirements of wireless telephony provisioning and how these
requirements are implemented for the Spectralink 84-Series Wireless Telephones. The intention
of this document is to help you set up your system so that you establish the necessary building
blocks for efficient administration and easy expansion.

& . . .
- 4 Spectralink recommends: Use these configuration methods

You may be familiar with several deployment methods or ready to learn. However,

vy Spectralink recommends the methods described in this guide as the most flexible and
manageable. Once you learn how to work with the configuration requirements
recommended here, you will be able to use other provisioning and deployment methods
with more understanding.

Although it assumes a fairly high level of familiarity with your existing system, this guide will walk
you through each step that specifically pertains to wireless telephone configuration, the
parameters required by the 84-Series handsets and major features that are commonly
deployed.

This guide assumes you are familiar with:

Computer networking and driver administration for your operating system
An XML editor

Wireless client administration

WLAN infrastructure parameters and equipment

= =4 =4 4 =

Your phone system and how to add SIP telephones extensions to it

© Admin Tip: If you are currently using Polycom UC desk phones
£ This guide does not provide information about how to deploy Spectralink 84-Series

handsets into a system currently using Polycom UC software. Refer to the Interoperability
Guide: Spectralink 84-Series Coexistence with Polycom Desksets and contact your
Polycom representative if you are currently using Polycom wired phones.

Admin Tip: Microsoft Lync becomes Microsoft Skype for Business (SfB)

Microsoft has re-branded its software products formerly sold under the Lync name
to Skype for Business. In this document, the names are used interchangeably.

Where iIs the Software?

You will need to download the software from the Spectralink website. When you unzip the file,
you will find folders for the configuration file templates and other files that are referenced in this
document to help you deploy the handsets. Get the software at http://support.spectralink.com.
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Recommended Software Tools

XML editor

In order to view, edit and create the configuration files, you will need to use an XML editor.
Some we have used are listed below. See Managing Configuration Files for more information.

The XML editor used in the screen shots in this document is a free editor provided by Microsoft,
XML Notepad

XML Notepad can be downloaded from this site:
http://www.microsoft.com/en-us/download/details.aspx?id=7973

Notepad++ with the XML Plugin is a text editor that uses colors to emphasize the XML structure.
Notepad++ is free and available at this site:
http://notepad-plus-plus.org/

XML Marker is a free text editor which may prove useful for file viewing.
XML Marker is available at:
http://symbolclick.com/

FTP Server

Although you can use other protocols (TFTP, HTTP, HTTPS), we recommend the use of FTP as
the file transfer protocol required by the system. Accordingly this document will direct you to set
up the provisioning server and the wireless configuration station as FTP servers. See Appendix
A: Setting up an FTP Server for exact information about how to set up an FTP server.

f#@ Settings: Using other file transfer protocols
Q For directions on setting up a different file transfer protocol (TFTP, HTTP, or HTTPS),

please contact your Spectralink support representative.

Release Notes

Every software release is accompanied by release notes that provide the new and changed
features and resolved issues in the latest version of the software. Please review these for the
most current information about your software.

Product Support

Spectralink wants you to have a successful installation. If you have questions please contact the
Customer Support Hotline at 1-800-775-5330.

The hotline is open Monday through Friday, 6 a.m. to 6 p.m. Mountain time.

For Technical Support: mailto:technicalsupport@spectralink.com
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For Knowledge Base: http://support.spectralink.com

For Return Material Authorization: mailto:nalarma@spectralink.com

Spectralink References

All Spectralink documents are available at http://support.spectralink.com.

?PamerAc:ess Spectralink.com  Contact Support Search

SpeCtrallnks | Sl.lpp()l't PRODUCT RESOURCES RMAs SERVICE REQUESTS CUSTOMER MANAGEMENT
solving every day

Find resources for your product, or log in for more

Welcome to Spectralink Support  suppor options

PRODUCT RESOURCES

Search for product documents and downloads Find all product resources

Product Category: WiEi » All Documents & Downloads » Feature Requests

Product Type: ~Any- + Product Alerts + Senvice Palicies

» FAQS » Contact Support
FIND

RMAS AND SERVICE REQUESTS CUSTOMER MANAGEMENT
» RMA Status My Service Requests + Warranty and Entitiement Lookup
» RMA Forms My Company's Service Requests » My Company's Entitiements

» RMA Requesis Repair Pricing » Batch Warranty and Entillement Lookup

» My Company's RMAs

© 2013 Spectralink Corporation, All rights reserved. Terms and Conditions | Product Warranty

To go to a specific product page:

Select the Product Category and Product Type from the dropdown lists and then select the
product from the next page. All resources for that particular product are displayed by default
under the All tab. Documents, downloads and other resources are sorted by the date they were
created so the most recently created resource is at the top of the list. You can further sort the
list by the tabs across the top of the list to find exactly what you are looking for. Click the title to
open the link.

Specific Documents

The Spectralink 84-Series Wireless Telephone Administration Guide provides a comprehensive
list of every parameter available on Spectralink 84-Series Wireless Telephones.

Spectralink 84-Series Wireless Telephone Deployment Guide This document introduces
deployment concepts and the methods of provisioning the 84-Series handsets in any type of
facility. It is the fundamental text and a prerequisite to this Administration Guide, especially for
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administrators who are new to the Spectralink 84-Series handsets or who may wish a refresher
course.

Quick Network Connect Administration Guide QNC provides step-by-step instructions for
configuring wireless settings required for the smartphones to associate with the wireless LAN.
QNC software and documents are available on the Spectralink support site at
http://support.spectralink.com/products/wi-fi/gnc.

The Spectralink 84-Series Barcode Administration Guide provides information about barcode
symbologies and how to configure and implement the barcode feature on the handset. The
Spectralink 84-Series User Guide also contains information about using the barcode feature.

Quick Barcode Connector Administration Guide Provides instruction for implementation of the
barcode application. The Spectralink 84-Series User Guide contains information about using the
barcode feature.

The Spectralink 84-Series User Guide offers comprehensive instructions on using each of the
features deployed on the handsets.

The Web Configuration Utility User Guide is used for troubleshooting in certain isolated cases
as explained in the text.

For information about combining Polycom desksets and Spectralink 84-Series handsets in the
same facility, see the Interoperability Guide: Spectralink 84-Series Coexistence with Polycom
Desksets.

For additional information about deploying Microsoft Skype for Business (formerly Lync) in your
phone environment, see Microsoft Skype for Business Interoperability Guide.

For information on IP PBX and softswitch vendors, see the Spectralink 84-Series Call Server
Interoperability Guide.

Technical Bulletins and Feature Descriptions explain workarounds to existing issues and
provide expanded descriptions and examples.

AP Configuration Guides explain how to correctly configure access points and WLAN controllers
(if applicable) and identify the optimal settings that support Spectralink 84-Series handsets. You
can find them on the VIEW Certified webpage.

White Papers

Spectralink White Papers are available at http://www.spectralink.com/resources/white-papers.

For the Spectralink 84-Series Wireless Telephones, please refer to Best Practices Guide for
Deploying Spectralink 84-Series Handsets for detailed information on wireless LAN layout,
network infrastructure, QoS, security and subnets.

For additional details on RF deployment please see The challenges of ensuring excellent voice
quality in a Wi-Fi workplace and Deploying Enterprise-Grade Wi-Fi Telephony.
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These White Papers identify issues and solutions based on Spectralinkb s ext ensi ve
in enterprise-class Wi-Fi telephony. It provides recommendations for ensuring that a network
environment is adequately optimized for use with Spectralink Wireless Telephones.

Conventions Used in This Guide

Icons

Icons indicate extra information about nearby text.

Warning
The Warning icon highlights an action you must perform (or avoid) to avoid exposing
yourself or others to hazardous conditions.

Caution

The Caution icon highlights information you need to know to avoid a hazard that could
potentially impact device performance, application functionality, successful feature
configuration and/or affect phone or network performance.

Spectralink recommends
Our recommendations for successful deployments.

Note

The Note icon highlights information of interest or important information that will
help you be successful in accomplishing a procedure or understanding a concept.

Tip

The Tip icon highlights information that may be valuable or helpful for users to know, such
as special techniques, shortcut methods, or information that will make user tasks easier to
perform.

Web

The Web Info icon highlights supplementary information available online such as
documents or downloads on support.spectralink.com or other locations.
Timesaver
A time-saving tip is typically used to mention or highlight a faster or alternative method for
users who may already be familiar with the operation or method being discussed.

Admin Tip
This tip advises the administrator of a smarter, more productive or alternative method of
performing an administrator-level task or procedure.
Power User
A Power User Tip is typically reserved for information directed specifically at high-level
users who are familiar with the information or procedure being discussed and are looking

1725-86724-000_Y.docx
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for better or more efficient ways of performing the task. For example, this might highlight
customization of a feature for a specific purpose.

Troubleshooting

This element can be used in any type of document and is typically used to highlight
information to help you solve a relevant problem you may encounter, or to point to other
relevant troubleshooting reference information.

@° Settings
Q The Settings icon highlights information to help you zero in on settings you need to choose
for a specific behavior, to enable a specific feature, or access customization options.

Typography

A few typographic conventions, listed next, are used in this guide to distinguish types of in-text
information.

Convention Description

Bold Highlights interface items such as menus, soft keys, file names, and
directories. Also used to represent menu selections and text entry to the
phone.

Italics Used to emphasize text, to show example values or inputs, and to show

titles of reference documents available from the Spectralink Support Web
site and other reference sites.

Underlined blue Used for URL links to external Web pages or documents. If you click on
text in this style, you will be linked to an external document or Web page.

Bright orange text Used for cross references to other sections within this document. If you
click on text in this style, you will be taken to another part of this
document.

Fixed - width - font Used for code fragments and parameter names.

This guide also uses a few writing conventions to distinguish conditional information.
Convention Description

<MACaddress> Indicates that you must enter information specific to your installation,
phone, or network. For example, when you see <MACaddress>, enter
your ph edigieMAS addrss. If you see <installed-directory>, enter
the path to your installation directory.

> Indicates that you need to select an item from a menu. For example,
Settings> Basic indicates that you need to select Basic from the
Settings menu.

1725-86724-000_Y.docx
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Part I: Getting Started covers basic information you will need to understand the hardware and
software components that comprise a wireless SIP implementation. This Part introduces you to
SIP and managing the .cfg files that the 84-Series handset requires.

I Handset usage scenarios

Three common deployment scenarios are introduced. Each of these requires a different
deployment approach and information.

1 Infrastructure requirements
Covers network components, QoS issues, WLAN security and system requirements.
1 Understanding Wireless Telephone Provisioning

Provides an overview of phone provisioning and how the different scenarios are
deployed.

1725-86724-000_Y.docx
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Chapter 1. Quick Start with QNC

Quick Network Connect simplifies the wireless provisioning of your Spectralink 84-Series
handsets.

When connected to a PC, QNC provides a browser-based GUI that allows you to configure the
wireless configuration parameters you need to set in order for your Spectralink phones to
associate with the wireless LAN.

QNC software and documents are available on the Spectralink support site at
http://support.spectralink.com/products/wi-fi/gnc. Details on wireless configuration parameters
are available in Chapter 8, section: Configure wireless.cfg. You can procure the tool from your
Spectralink service representative.

After the provisioning server files are configured:

1 Connect QNC/SLIC to a PC and start the browser to open the Wireless Wizard and
configure wireless settings. Then use the tool to load the settings onto the handset.

PC using Firefox or Chrome
running the QNC/SUC Wireless Wizard

QNC tool
# : _
- USB
cable |
cable \
84-Series handsets

2  The handset will associate with the wireless LAN, find the provisioning server and
download its configuration files over-the-air.

Prowisioning server

Fimware

and

configuration
s files

Firmware files

Configuration files
for features and 5IP

24-Series handzets
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Admin Tip: QNC replaces SLIC

SLIC technology was replaced by QNC technology late in 2016. Contact your
support representative for further information.
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How you provision and deploy your Spectralink 84-Series handsets depends on the usage
scenario you will employ. Key factors in determining which scenario applies to your installation
depend on three mutually exclusive usage criteria.

Read through this document to get an idea of what a basic deployment looks like and then
develop your own configuration tree that incorporates all the features you intend to deploy in
your facility.

The Three Scenarios

The three scenarios outlined below cover any type of installation of any size. We recommend
using one of these scenarios for simplicity of configuration, ease of maintenance and
consistency of installations. This increases the efficiency of support across your entire user
base and improves service to the wireless telephone user.

Determine which scenario applies to your installation then use that strategy to deploy the
telephones.

Tip: Combining scenarios
£ Technically, these three usage criteria are not mutually exclusive but programming and
maintenance are challenging if they are combined. Due to serious management and
deployment issues, we consider these mutually exclusive for the purposes of this
document. If you wish to combine these criteria, contact your service representative for
installation assistance from a Deployment Specialist.

1725-86724-000_Y.docx
December 2019

17



Spectralink 84-Series Wireless Telephones Deployment Guide

Flat Deployment

In the simplest deployment, all phones use virtually the same features, like ordinary office desk
phones. This scenario is common in smaller or more homogenous facilities where handsets are
assigned by extension and there is little variation in the features assigned to different users.

Site—wide parameters

)] |1] ne)
) | )i

| Phones have similar features, User customizations (e.g. ring tones, Favorites) are stored in the handset, |

\ Q
n 27 W

S —

Group Deployment

Some facilities require different features for different users. Push-to-talk channels, for example,
are frequently assigned in groups. For example, in a hardware store different channels may be
assigned to customer service, plumbing and hardware but supervisors must monitor all
channels. In another example, a hospital setting may require different PTT channels for
maternity and ICU nurses while facilities staff could be assigned completely separate channels
and all supervisors monitor all channels.

The simplest way to configure groups and make them easily maintainable is to set up specific
group files and assign them to individual users as shown in the following diagram. This is a
more involved deployment but yields benefits in ease of maintenance of complex installations.

dtet wide parameters
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Group Group Group
1QU Nurse Maternity Nurse Supervisors
PTT channel 5 PTT channel 6 All PTT Channels
Nurse Call App Nurse Call App Priority Channel
Barcode App Barcode App All Call Apps

[ Phone features are determined by site and group settings. User cu

stomizations (e.g. ringtone, favorites) reside on the handset. ]

18



Spectralink 84-Series Wireless Telephones Deployment Guide

Power Tip: More on configuring Groups

Groups can be deployed under the Flat Deployment and User Profiles scenarios by
including group parameters in individual user files. This is a workable alternative in a limited
setting where simplicity of deployment is the primary consideration and future maintenance
would not be a burden. Contact Customer Support and request a Deployment Specialist for
help on setting up group parameters in per-user files.

User Profiles Deployment

User profiles are important when you want to separate phone assignment from the phone

hardware. With User Profiles, any user can pick up any phone and log into it and the phone will

have that wuserds personal settings. This type of
where convenience and accountability are important.

Although the structure is similar to the Flat Deployment scenario, they are conceptually quite
different as user information such as call logs and contacts is stored on the server, not in the

i ndi vi dual mog tsesReofildsgiveryal a high degree of deployment flexibility since
you can have more extensions and users than you have phones.

Site—wide parameters
7 5 : =
f/ / \". / 'll \ “, h

! \ [ |
/ | | I
|I !
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| Phones have similar features. User customizations [e.g. ring tones, Favorites) are stored on the server, |
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Listing Handsets/Users to be Deployed

Determine what handset models you will be deploying and who will be using them. We
recommend that you use a spreadsheet to track the handsets and users. The list you make will
vary depending on your scenario. You can use the configuration spreadsheet as a starting point.
It is on the 84-Series webpage under the Download tab.

For Flat and Group Deployments, phones are linked to extensions. You will need to assign each
phone to an extension by its MACaddress. The MACaddress is a unique identifier found on the
label inside the battery compartment of each handset that follows the convention
00.90.7A.xx.yy.xx. The last three sets of numbers and letters are unique for each phone. Ensure
that there is a column for the MACaddress on the list you create.

Label example:

Catalog No.

2200 — 37153 - 001

Spectralink Model No. 8440
untry of Origin: Thailand

MAC: 00:90:7A:0C:D9:67

This device has nol been suihen red
by the rules of the Federal Communications
Commissien This device in a0l and may net de
offared for aale or lense, or sold or lnnsed until
suthorization |s obtained

42087

S/N: 6008
M0 0

Power Tip: Assigning phones to users

When you get your shipment of phones, unpack them and assign them to a user or
extension by MACaddress by entering each g
your list. This way you will establish the correspondence between the extension and the
phone from the start. Using the data on the list you create from the start will help to avoid
confusion later when you start configuring the parameters.

1 In a Flat deployment installation, the phones are assigned to specific extensions. List all
the phones you intend to deploy with a column reserved for the MACaddress---

1 If you are configuring Groups the phones are assigned to specific extensions. List all the
phones you intend to deploy with a column reserved for the MACaddress. Identify what
Groups you will deploy and add a column for the Group Name. Use the Group tab in the
sample spreadsheet to help you identify the parameters you need to define for each
group.

1 If you use User Profiles, you need to list all the users. You may separately list all the
phones but users and phones are not tethered to one another and only the Users list
matters when determining features and extensions.

1725-86724-000_Y.docx
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If you are deploying Instant Messaging or other features which use OCS or MfB, you will
need to add a second row for each user to enter the parameters required by these
applications.

The affected parameter names are included in this table for future reference. They are defined
later in this document.

Setting column

MACaddress Phone's MACaddress (find it on the label in the File name of <MACaddress>-
or battery compartment format 00.90.7A.XX.XX.XX. ext.cfg file
UserProfile User Profile ID that will be used for the user profile  File name for

mai ntenance purposes, t
name.
Name of user When using the MACaddress to assign phones, Info only
you need a concordance with a user name in order
to facilitate file maintenance.
Type Telephony, OCS or MfB (represents server type Info only
line appearance will register against.)
Address Call server IP Address or Fully Qualified Domain [reg.x.server.x.address]
Name
Port SIP Call server port number (Default is 5060 if not  [reg.x.server.x.port]
specified)
Extension SIP device extension *** [reg.x.address]
If your SIP domain is programmed on the call
server for the handsets you must include the
domain with the Extension***
(do not include @sipdomain for AudioCodes) ie.
extension@sipdomain
UserID SIP Extension user ID [reg.x.auth.userld]
Password SIP extension authentication password (Required [reg.x.auth.password]
for digest authentication) (Leave blank for
AudioCodes)
Display Name SIP Extension Caller-ID display information [reg.x.displayName]
Line Label SIP Extension label that appears on the handset [reg.x.label]
display
Profile Pwd User Profiles default password [prov.login.localPassword]
VM Pilot For Nortel and Avaya Call Servers you may want [msg.mwi.x.callBack]
Number to provide the VM pilot number

Subscribe To
MWI

QBC Target

1725-86724-000_Y.docx
December 2019

What it is

configuration file name. For identification and

Some Call Servers require an extension to
subscribe to get MWI (Avaya, for example). Enter
the phone extension here if this is required.

If using phone in single end-point mode, this is the
PC host name or static IP address the phone will
connect to

Affects:

<UserProfile>.cfg file

[msg.mwi.x.subscribe]

[gbc.connect.ipAddress-
hostname]
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Setting column
OAIl Virtual MAC

Group
parameters

What it is

If using User Profiles, the Virtual MAC to use as
the OAI UserID

An OAI Virtual MAC address is an 8 bit number
unique for each phone. It often includes a base
number then an offset equal to the extension. As
example the number 12345678 is a uniqgue number
for one phone. The next phone could use
12345679. Another strategy for extension
beginning at 4100 is for OAI Virtual MAC assigned
as 12344100, then 12344102, then 12344102, etc.

If deploying Groups, you will need to establish
which Group uses which parameter. Read through
this document for more information about Group
settings.

Affects:

[oai.userld]

Push-to-talk channels,
applications, and barcode
settings are typical Group
parameters.

Sample File for Listing Users and Parameters

Refer to the spreadsheet UsersList.xIsx in the zip with the template configuration files for
organizing the handset assignments and parameter requirements. You will use this information
when you provision the configuration files. If you have purchased installation, the installer will
use this file to create the configuration files for your system

1725-86724-000_Y.docx
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Provisioning a wireless handset is somewhat more complex than plugging a phone cable into a
wall jack and getting a dial tone. You will need to establish a wireless infrastructure specifically
designed for voice communications that takes into consideration the unique quality of service
requirements of voice transmissions. Then you will need to consider the issue of communication
security and decide which method is appropriate for your facility.

Network Components

Delivering enterprise-grade VOWLAN (Voice over Wireless Local Area Network) means that
wireless networks must be designed to provide the highest audio quality throughout the facility.
Voice has different attributes and performance requirements than wireless data applications
making VolP WLAN pre-deployment planning necessary.

A Wi-Fi handset requires a continuous, reliable connection as the user moves throughout the
coverage area of the facility. In addition, voice applications have a low tolerance for network
errors, packet retries and packet delays. Whereas data applications are able to accept frequent
packet delays and retransmissions, wireless voice quality will deteriorate with just a few hundred
milliseconds of delay or a very small percentage of lost packets. Additionally, data applications
are typically bursty in terms of bandwidth utilization; whereas voice conversations use a
consistent and a relatively small amount of network bandwidth throughout the length of a
conversation.

This chapter covers the basic elements in a relatively simple system. Recommendations for
your specific requirements are part of the service Spectralink includes with the installation of
Spectralink wireless telephones. The following information will give you an overview of what
each component does and how it is used by the wireless telephones.

Recommended Reading

Please familiarize yourself with documents that contain additional information about security
methods and issues, including using Virtual LANs, MAC filtering and authentication, firewalls
and traffic filtering.

All Spectralink documents are available at http://support.spectralink.com.

Best Practices for Deploying Spectralink 84-Series Handsets White Paper

For additional information about making security decisions, read Understanding Wireless
Security on Your Spectralink 84-Series Wireless Phones

For full information about deploying the bar code feature of the Spectralink 8450/8452/8453,
read Spectralink 84-Series Wireless Telephone Barcode Administration Guide

1725-86724-000_Y.docx
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Quality of Service

The Spectralink 84-Series handset uses Wi-Fi Multimedia (WMM), WMM Power Save and
WMM Admission Control mechanisms to deliver enterprise-grade Quality of Service (Qo0S). The
use of WMM and WMM Power Save are required. You can disable WMM Admission Control in
the access points if needed. However the use of all three WMM specifications is highly
recommended by Spectralink and is the default operating mode of the handset.

Refer to Best Practices Guide to Network Design Considerations for Spectralink Wireless
Telephones.

AP Configuration Guides show you how to correctly configure access points and WLAN
controllers (if applicable) and identify the optimal settings that support Spectralink 84-Series
handsets. The guides can be found at the View Certified page.

WLAN Security

Wireless technology does not provide any physical barrier from malicious attackers since radio
waves penetrate walls and can be monitored and accessed beyond the wall even from outside
the facility. The extent of security measures used is typically proportional to the value of the
information accessible on the network. The security risk for VOWLAN is not limited to the typical
wired telephony concerns of eavesdropping on telephone calls or making unauthorized toll calls,
but is equivalent to the security risk of the data network that connects to the APs. Several
different security options are supported on Spectralink 84-Series Wireless Telephones.
Determining the proper level of security should be based on identified risks, corporate policy
and an understanding of the pros and cons of the available security methods.

Security Methods

The security methods available for Spectralink Wireless Telephones are industry standard
implementations used in typical Enterprise VoIP installations. The scope of this document does
not include a complete analysis of security methods. Refer to Best Practices for Wireless
Security for detailed information.

Wireless Security in Audio Ease of Configuration and Other General Information
Security Enterprise

Method Environments

WEP Poor Excellent Easy to administer, little processing overhead, adequate

security for many home Wi-Fi networks. Easily
compromised with hacking tools readily available on the
internet. Every phone <can
data. Still in use on some older enterprise networks.

WPA-PSK  Acceptable Excellentto  Acceptable security for many small business Wi-Fi
Good networks. Each phone negotiates a key (see TKIP

bel ow) with the AP so phon
data, although a sophisticated hacking device that

1725-86724-000_Y.docx
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Wireless
Security
Method

WPA2-
PSK

WPA2-
Enterprise!

1 WPA2-Enterprise variables:

Security in
Enterprise
Environments

Acceptable to
Good

Excellent

Audio

Excellent to
Good

Excellent to
Poor

Ease of Configuration and Other General Information

knows the PSK can decode
problem can be minimized with periodic rotation of long,
hard-to-hack passwords.

Good security for most small business Wi-Fi networks.
Similar to WPA with the addition of AES/CCMP, one of
the most secure encryption algorithms available. The
PSK limitation is still an issue, however.

Excellent security for enterprise Wi-Fi network. PSK is
replaced by some form of EAP and a RADIUS server,
and each phone is configured with its own username
and password, making the conversation between phone
and AP completely private. The processing
requirements of a RADIUS server, however, can
compromise handoffs, so a fast-roaming technique such
as OKC or CCKM must be employed.

84-Series handsets use authentication types: EAP-TLS, EAP-FAST or PEAPVO with MSCHAPV2. EAP-
TLS uses a certificate to authenticate both the device and server. EAP-FAST is used by products of
Cisco, its creator, and by a growing number of other WLAN vendors. It uses a PAC file, which is similar
to a certificate. PEAPvO with MSCHAPV2 is the most common form of PEAP, which uses a certificate
to authenticate the server.
84-Series handsets use either of two fast-handoff techniques as they roam among APs: CCKM or
OKC. CCKM is used exclusively by Cisco APs. OKC is used by most non-Cisco APs.

1725-86724-000_Y.docx
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System Diagram

The following diagram shows the Spectralink components residing on a typical network with

APs and wireless LAN Ethernet Switch.

Servers:
Time Server
LDAP Server
Radius Server
DHCP Server
Exchange Server
Application Server
OCS or Lync Server
E—— Provisioning Server

Ethernet switch

j Wi-Fi AP
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© Tip: Are multiple servers necessary?
£ Sometimes a single piece of hardware may provide multiple services, for example some AP

controllers can also provide radius services. Consult your service provider for more
information about how to tailor your system configuration for your requirements.

System Requirements

A typical installation requires the following components:

1 Access Points (APs) and Controller

Ethernet Switch

Provisioning Server

=A =4 =4 4 4

DHCP Server

Optional components:
1 OCS or MfB Server

1 Exchange Server
1 LDAP Server
1

Application Server

Call Server (SIP server)

Simple Network Time Protocol Server
Authentication (RADIUS) Server

System Components

Spectralink 84-Series handsets.

Available in several models, the 84-Series handsets provide essential communication resources

for facility wide implementation. Each model has a unique hardware ID that is printed on the

label.

Handset hardware ID numbers
Model Name

SL8440
SL8450
SL8452
SL8441
SL8453

1725-86724-000_Y.docx
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Hardware 1D

3111-36150-001
3111-36152-001
3111-36154-001
3111-67360-001
3111-67361-001
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8440

The basic model that includes basic and advanced wireless telephone features.

8441

An accelerometer has been added to the 8440 that enables it to utilize the Personal Alarm
feature.

8450

The features of the 8440 model plus barcode scanning for 1D scanning for use with or without
the Quick Barcode Connector application.

8452

The features of the 8440 model plus barcode scanning for both 1D and 2D scanning for use
with or without the Quick Barcode Connector application.

8453

An accelerometer has been added to the 8454 that enables it to utilize the Personal Alarm
feature.

Servers

Provisioning Server

A provisioning server is required to distribute firmware and configuration files to the handsets
after they connect to the WLAN and network. The Spectralink 84-Series Wireless Telephones
support FTP, TFTP, HTTP, HTTPS (for security) and FTPS provisioning servers for provisioning
the phones. FTP is the default protocol and this document explains how to use the FTP option.
The provisioning server may be on a different subnet than the APs and/or handsets.

Time Server

Simple Network Time Protocol Server or SNTP server. When WPA2 Enterprise security is used,
the handset will use this data to confirm the PAC or certificate has a valid date and time. If an
NTP Server is not available, the certificate will be assumed valid and operate accordingly,
without the date and time check.

RADIUS Server

A RADIUS authentication server must be used to provide username/password-based
authentication using RSA certificates for EAP-TLS, PEAPVO/MSCHAPV2 or PAC files for EAP-
FAST.

The following authentication servers have been validated for use with Spectralink 84-Series
handsets:

1725-86724-000_Y.docx
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9 Juniper Networks Steel-belted Radius Enterprise Edition (formerly Funk), v6.1

1 Microsoft® Internet Security and Acceleration (ISA) Server 2003, Windows 2008 NPS
1 Cisco Secure Access Control Server (ACS), v5.2, 4.1

1 FreeRADIUS v2.1.10, 2.0.1 and 1.1.7

Other RADIUS servers may work properly with Spectralink handsets, but have not been tested.
Inquiries on untested servers will receive limited, i Be st , &ppbror t o

DHCP Server

Dynamic Host Configuration Protocol (DHCP) is a standardized protocol that enables clients to
be dynamically assigned with various configuration parameters, such as an IP address, subnet
mask, default gateway, and other critical network configuration information. DHCP servers
centrally manage such configuration data, and are configured by network administrators with
settings that are appropriate for a given network environment. The handset will use the DHCP
options shown in the following table if DHCP use is enabled. The DHCP setting will usually take
precedence if it is set and if it is available but can be overridden by certain parameters.

Option SIP Parameter Meaning

1 NA Subnet mask

3 NA Default gateway

6 DNSSRVR DNS server

7 LOGSRVR Syslog server logging

15 DOMAIN Domain name

42 SNTPSRVR NTP Server

43 sec.TLS.customCaCert.x Auto discovery of the root CA

certificate. If this setting is
unavailable, set the parameter per
this guide.

66 TFTPSRVR TFTP server

Consult with your service provider if you choose to use static configuration.

SIP Call Server

The call server provides SIP telephony support.

Access points

Enterprise-grade Wi-Fi access points provide the connection between the wired LAN and the
wireless LAN. VIEW Certified APs must be positioned in all areas where Spectralink handsets
will be used to ensure seamless radio coverage. The number, type and placement of access
points will affect the coverage area and capacity of the wireless system. Careful planning of the
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WLAN is necessary to ensure excellent voice quality. Anéoptimized for voice6WLAN will yield
great benefits to the wireless telephone user community.

APs must be properly configured to support the corresponding QoS and security methods
selected for the 84-Series handset.

Ethernet switch

One or more Ethernet switches interconnect multiple network devices. Enterprise Ethernet
switches provide the highest performance networks, which can handle combined voice and data
traffic, and are required when using the Spectralink 84-Series Wireless Telephones.

Ensure the WLAN and network infrastructure provides connectivity from the wireless telephone
to all its required network resources (SIP Server, etc.) once the 84-Series handset connects to
the network and obtains an IP address.

Spectralink 84-Series Wireless Telephones cannot roam with uninterrupted service between
subnets unless specific LAN components are present. Certain AP/Ethernet switch combinations
establish a Layer-3 tunnel across subnets that enable the handsets to roam. Without this
capability, any call in progress will be dropped when the user moves out of range and the
handset must be power cycled in order to resume functionality in the new subnet area. Consult
your AP vendor document for more information about Layer 3 tunneling.

If you do not have Layer 3 capability, ensure that the SSID your phones associate with uses the

same subnet on all APs for proper operation.. The handset can change subnets if DHCP is

enabled and the handset is powered off then back on when within range of APs on the new

subnet . Note that the wireless telephonets cannot
change IP addresses while operational.
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The Spectralink 84-Series Wireless Telephone is a Wi-Fi device that provides users with a
wireless extension to the SIP call server. By seamlessly integrating into a SIP environment,
wireless telephone users are provided with high-quality mobile voice communications
throughout the workplace, giving users the freedom to roam throughout the workplace while
providing all the features and functionality of a wired SIP desk phone.

Three provisioning methods exist; the central provisioning server, Quick Network Connect
(QNC), and the local phone user interface. Only the central provisioning server method can
provision all settings. QNC provides wizards that help you configure the parameters that allow
the handset to associate with the wireless network and configure the most frequently-used SIP
configuration options. The local phone interface does not offer every setting and is tedious to
administer when deploying any number of phones. This document explains how to use a central
provisioning server to configure and deploy the Spectralink 84-Series handsets. Find out more
about the QNC tool in Chapter 1: Quick Start with QNC and from the Spectralink Installation and
Configuration Tool Administration Guide.

What is Provisioning ?

Instead of painstakingly going through the menus on each phone to set required parameters,
parameters are programmed on a central provisioning server and delivered over the air to all
Spectralink 84-Series handsets in the system.

The provisioning concept is essentially very simple: programmable parameters configure
hardware settings and implement features. The parameters are enabled or disabled and given a
value or values as applicable. These parameters are contained in configuration files or .cfg files
that are configured by the system administrator and reside on a provisioning server. There can
be only a few or many .cfg files for each 84-Series handset, as determined by the system
administrator.

The strength of the Spectralink provisioning mechanism and also its challenge is that the
system administrator has the flexibility to manipulate a large number of parameters to
implement the unigue requirements of any given installation. A beginner can find that building
configuration files and setting up a provisioning system is a daunting task, especially in a robust
implementation with 3,000 parameters that offer every possible communication system feature.

Therefore this document suggests certain guidelines that, if followed, will give even an
inexperienced administrator a successful implementation. This document does not presume to
cover every possible feature or every setting in any given feature. It covers the most commonly
used features. Once those features are configured and working, the remaining features and
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settings can be addressed with increased confidence by the telephony administrator by referring
to more advanced references. The configuration process outlined in this document provides a
basic structure upon which more complex features may be provisioned and deployed.

The Provisioning Process

Usually a laptop or other easily-accessible PC is used to configure all the .cfg files. It also
functions as the initial provisioning server to download the wireless files to the phones using a
microB USB cable. Files destined for the central provisioning server are also configured on the
laptop and then transferred to the central provisioning server either over the network or by a
jump drive or other method.

Deployment itself is a two-part process: First the wireless file is downloaded into each handset
through MicroB USB cable and then the handset is able to access the configuration files on
central provisioning server.

The provisioning process as described in this document goes through this recommended
sequence:

1

Configuration of the parameters for the central provisioning server according to the
deployment scenario selected.

Setting up the central provisioning server:

a The central provisioning server uses a file transfer protocol such as FTP and it must
be set up for this.

b The central provisioning server must have a specific file structure to store and
manage the files that it delivers to and receives from the wireless telephones. This
structure must be established.

Loading the files onto the central provisioning server.

Ensure that the files are on the central provisioning server before powering up the
phones. This is so that once they connect to the central provisioning server through the
wireless and wired LAN, they can retrieve the files they need and are immediately
operational.

Configuration of the wireless parameters.
Setting up the initial provisioning server as an FTP server.

Downloading the wireless files onto the phones.

The wireless configuration files need to be loaded into the phone before it can access
the wireless LAN and request the rest of the configuration files from the central
provisioning server. Until its initial configuration is loaded (using a MicroB USB cable)
the 84-Series handset will not connect to the WLAN or network.

After the file transfer is complete between the initial provisioning computer and the
84-Series handset, the USB cable can be disconnected and the next phone can get
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started. Meanwhile, the handsets that have been loaded are busy associating with the
wireless LAN, finding the central provisioning server and obtaining the rest of the
configuration files. Once it has all these files, it is fully provisioned and may be tested
and deployed anywhere in the facility.

7  Testing and correcting.

Always deploy a few phones first to make sure that all the configuration parameters were
done correctly and they operate as desired.

8  Full deployment.

Once the few test phones work as desired, download the wireless files to the rest of the
phones per step 6.

f#@ Settings: Sequence variations
Q This document covers the configuration of the central provisioning server files first. You
could just as easily configure the wireless files first. In some situations, it is desirable to
deploy test phones wirelessly first to verify those settings before setting up the central
provisioning server. If you have any questions, please contact a Deployment Specialist to
direct you through this process.

Managing Configuration Files

Although configuration (.cfg) files can be set up in many different ways, for ease of explanation
and uniformity of implementation, we recommend using specific names in a specific structure. If
you purchased onsite installation support, similar files are already installed in your system. If
you are going to deploy the handsets yourself, follow the instructions in this Guide to build your
own configuration structure.

Before the handset is configured, it is a blank slate. It does not know who or what it is or what it
is supposed to do. Its identity is its MACaddress, a network machine number assigned to it at
the factory which is printed on its label. The .cfg files will provide it with the parameters it needs
to associate with the wireless LAN using an IP address, link a name and/or extension to the IP
address, and provide many telephony parameters so that it functions correctly in your facility.

Viewing the .cfg File Templates

As you move through the configuration process, you will be opening and configuring parameters
in several different .cfg files. The template files form building blocks for further customization.
Once you become familiar with the process and organization, you can use them to devise the
structure that suits your deployment.
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Where are the Templates?

You will find 84-Series configuration templates that match the recommendations in this Guide
bundled with the handset software. Download the software zip to any convenient location for
now. Extract the files. The templates are located in the Config folder. The other files in the
software zip are explained in Downloading Spectralink 84-Series Software Files to the Central
Provisioning Server.

Config folders on the Web
2 From time to time a revised Config folder may become available in the Downloads area on
the website.

Configuration Folder Contents

Once extracted, the folders and files in the Config.zip are a complete set of all the parameters
available to you. They are arranged in a structure so that you can easily identify the files you will
need.

Each of these folders and files is explained in Part I Configuration.

Admin Tip: Different templates for MfB and non- MfB

SIP telephony requirements are different from Microsoft Skype for Business
telephony requirements. Therefore you will see different scenario configuration files
for the MfB and SIP software loads. They have the same name, but different
telephony parameters. Please use the templates that come with your software
version for best results.
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Features folder
barcode.cfg
directory.cfg
oai.cfg
PersAlarms.cfg
ptt.cfg
RTLS.cfg
Scenarios folder
Flat_Deployment folder
000000000000.cfg
site.cfg
MACaddress-ext.cfg
Group_Deployment folder
MACaddress.cfg
site.cfg
group.cfg
identity.cfg
User_Profiles_Deployment folde
000000000000.cfg
site.cfg
login.cfg
Troubleshooting folder
logging.cfg
everything.cfg
USB_Setup folder
000000000000.cfg
wireless.cfg
000000000000-directory~.xmi

What is the schema file?

The schema file is named handsetConfig.xsd and it contains all parameters and their valid
values and is used in verifying the correctness of .cfg files, the parameter values, and in
troubleshooting. It is located in the root area of the provisioning server to ensure it is readily
available when needed.

Viewing and Editing .cfg F iles

In order to view, edit and create the configuration files, you will need to use an XML editor.
Many XML editors are available. Here are a few to consider.

The XML editor used in the screen shots in this document is a free editor provided by Microsoft,
XML Notepad. The value of this program is its tree view GUI which provides an easy way to
create, edit and view XML files. It also verifies the XML structure of files created by a text editor
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and provides errors if the structure is incorrect. The downside is that it can corrupt the lengthy
security certificates used by our phones and the GUI may not be that easy to work with. It may
also remove hierarchical structures of XML files created in a text editor if it is used to edit the
file, leaving the text file more difficult to view.

XML Notepad can be downloaded from this site:
http://www.microsoft.com/en-us/download/details.aspx?id=7973

If you are using security certificates, we recommend that you use a text editor such as
Notepad++. Notepad++ is a text editor that uses colors to emphasize the XML structure. The
XML Plugin must be downloaded and installed so that it works correctly. This editor has been
found to maintain the integrity of the security code which may become corrupted with other XML
editors. However, you need to be conversant with XML code to use this editor as it has no GUI.
Notepad++ is free and available at this site:

http://notepad-plus-plus.org/.

XML Marker by Symbol Click is a free text editor which may prove useful for file viewing. It
shows both the text view and the GUI tree view. Edits are done in the text view so you need to
be conversant with XML code to use this editor successfully. It may have field limitations which
makes it unworkable for editing if you use lengthy certificates.

XML Marker is available at:

http://symboilclick.com/.

Foxe is an editor from First Object that shows the tree view and text view and allows you to
make edits in either. It apparently does not have the field limitations of XML Notepad so you
could use it if you have lengthy certificates.

Foxe is free and available at:

http://www.firstobject.com/dn_editor.htm

Tip: How to view and edit files when you use security certificates

£ If you use a text editor to edit the .cfg files, check them for errors in an XML editor such as

XML Notepad. However, if you use XML Notepad to change the file, you will destroy the

hierarchy and when you open it in the text editor the attributes of a tag will be in one long
line instead of neatly separated.
Therefore we recommend that you use the text editor for editing and the XML editor for
viewing and checking. If you are not using security certificates, you can use XML Notepad
or one of the other GUI editors for both viewing and editing.

Please download and install an XML editor so you can follow along with the rest of this
document.
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Example .cfg file with both tree view and text view displayed

-

¥| XML Motepad - C:\Users\sanderson'\Desktop\Config\Features|Barcode.cf .I(——\h
% e £ : IB - template name )

-

name #comment

L & #comment
r’_]l Barcodefhdministration
barcode.aimingBeamDuration
ingBeamDuration.S5L3452
- barcode.aimingBeamMode

& barcode.centerDecodingActivation

parameter }
name

File Edit View Insert Window Help
RR=" ¥ Ea X | H = ‘\Usersisanderson\DeskioplConfig\Features\Barcode.cfg
Tree View | XSL Output
(%] verzion="1.0" encoding="utf-3" standalone="ye=z"
-\ polycomConfig
& xmlns:xsi http://www.w3.0rg/2001/XMLSchema-instance
& xsi:ncNamespaceSchemalocation polycomConfigPrivate.xsd
b ECommeEnt e sk ek R R Rk R R R R R R R R R R R Rk R Rk R R Rk R R RS
& #comment barcode.cfg contains all barcode administr
& iFcomment See the Barcode Administration Guide for comp
d Fcomment 0 ek R AR R R R R AR AR R R AR
folder #comment

code Administrative Parameters
a

ngs shown here normally do not nee

The above example shows a portion of the barcode.cfg file, a feature template that contains the

barcode parameters.

use it.

You

can

The folder and parameter structure start below the initial comments. The folder names are
somewhat explanatory about the type of parameter they contain. The parameters use a nested

structure to organize and differentiate them. In this example, all barcode parameters start with
have

BN

fibarcode. 0 and t hen

descriptive

right side. In many cases, default values are shown. Any value shown on the right can be

overwritten.

S e e viewhiseon thecleft anel n
text and values are on the right. The first few rows contain necessary XML stuff that you can
safely ignore. The comments in green provide important information about the file and how to

t ext

t

Sometimes comments are interspersed with parameters. Comment text is positioned before the
related parameters. Read them for critical information about the parameters to follow.

Different XML editors use different editing tools. For the most part, you can drag-and-drop, copy
and paste, open and save in the usual way but you may need to practice with the xml tools you

select.

Creating New .cfg Files

Unless you are an expert with XML, you will find it easiest to create new .cfg files by opening an
existing file and saving it as a new name. The templates are designed to make this easy so that

usually only a few values need to be changed to customize the file. Some filenames must be

very specific and you will find precise haming instructions in the configuration sections in Part Il.
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When you need to refine the .cfg files to suit your own requirements, parameters can be copied
from sample files provided with the downloaded code and pasted into the files you have
developed for this initial deployment. Or you may decide to establish your own feature structure
by locating the parameters you wish to modify in one of the sample files, editing the contents
accordingly and saving it with a file name that conforms to your file structure strategy.

Power Tip: Automating the configuration process
Deployment Specialists use a custom batch process to automatically generate the per-
phone files.

Types of .cfg Files

Configuration files are basically differentiated by the number of phones that use the parameters
set in the file.

Top Level .cfg Files

When the phone locates the central provisioning server, it first looks for a file with its
MACaddress as the filename, such as 00907a0cd967.cfg. If it does not find this file, it will look
for the master configuration file, 000000000000.cfg.

Either one of these two top level files will direct the phone to:

T The phoneds software which is wusually | oaded i
provisioning server.

Configuration files that contain the parameters it needs.

Directory information that tells the phone where to upload and find information on the
central provisioning server.

The two top level files serve identical purposes but which one is utilized depends on which
scenario you select. The value of the MACaddress file is that it is unique for each phone and is
necessary when you need to direct specific phones to specific files such as recommended for
groups and is therefore used in Group Deployment. The master configuration file is used for the
Flat and User Profile Deployments.

The only parameters you might need to change in either one of these files are the
APP_FILE_PATH, CONFIG _FILES and the DIRECTORIES if you choose to configure them.

APP_FILE_PATH

The APP_FILE_PATH directs the handset to its application file. The default value for the
Microsoft Skype for Business software is lync.ld. The default value for the standard software is
sip.ld. These identifiers are also included in the software firmware filenames for the two different
versions.
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How the Handset Finds the Software

When a phone running 4.3.0/4.4.x or later software boots, it will automatically look for the
slink84xx.sip.ld or slink84xx.lync.ld. This is a hardcoded filename that is not dependent on the
APP_FILE_PATH parameter in the 000000000000.cfg or [MACaddress].cfg files.

However, if the APP_FILE_PATH parameter is deleted, then the phone does not look for any
files and uses whatever software is already on the phone. This is pre 4.3.x behavior.

If the phone cannot find the slink84xx.sip.ld or slink84xx.lync.Id file it will look for a filename

using the same algorithm as pre 4.3.x software. For example, an 8440 phone will look for a file

named 3111-36150-001prepended to the value of APP_FILE_PATH.
then it looks for APP_FILE_PATH as a standalone file.

Example 000000000000.cfg file for FLAT Deployment

-

Mﬂ XML Motepad - C\Users\sanderson\Desktop\Config\Scenarios\Flat_Deployment\000000000000.cfg

File Edit View Inset Window Help

A A & Ea X | H = C:\Userslsanderson\Desktop\Config\Scenarios\Flat_Deploymenti000000000000.cfg
Tree View | XSL Qutput
(¥ version="1.0" standalone="yez"
b Ecomment 000 | rrmmm ek kR kR R R R R R R AR AR AR R R R KRR AR AR R R AR AR RN AR R AR RA R AR AR AR R R
& #comment * Default Master S5IP Configuration File for FLAT DEPLOYMENTIS
& #comment *
& Fcomment * This file iz read by eve 1and=szet at boot to specify where to
& #comment * zoftware from (RPP_F . to specfify the sequence
& #Fcomment * configuration files (CONFIG
& Fcomment * information in specific
b ECOMMENT e e e e e e R R R R R R R R R R R R R AR R R R R R R R R R R R R R R R R R R R R R AR R R R R
=i MASTER CONFIG

u can specify a path with subdirectories to specify the locatic

handszet will try to prepend its part number to the name speci
handset (part number 3111-36154-001)will look for..

1 hen look for sip.ld

& #comment
& #comment
& #comment
& #comment
+ ) SOFTWARE
& #comment
& #comment
& #comment

from files on the left overrules information from fil
DR dynamically gets replaced by that handset
, create a <macaddress>-ext.cfg for each hands

& #comment template provided in this directory
=) CONFIGURATICON | e —
& CONFIG FILES [PHONE_MAC RDDRESS] —ext.cf@
=) DIRECTORIES —
& LOG FILE DIRECTORY

& OVERRIDE CTORY
CONTACTS _ 4
& CELL_LISTS |

Error List | Dynamic Help

Diescription e n

CONFIG_FILES

The CONFIG_FILES parameter lists the configuration files that the phone needs to find for its
operational parameters. In the Flat Deployment screen example, a variable
[PHONE_MAC_ADDRESS] in the filename directs the phone to its per-phone .cfg file. For Flat
Deployment when you create the individual per-phone files, they must be named with the
phoneds MACa dikxtesgsas @0l90.5A.0@.D9.67-ext.cfg.
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Notice the site.cfg file in the CONFIG_FILE list. The site.cfg file is present in all deployment
scenarios. It holds system and telephony parameters that are common to all phones.

The config files used by the different scenarios are covered in more detail later in this chapter.

The order that the .cfg files are listed determines the order in which the phone will obtain its
parameters. The first time the phone gets a parameter is the value it will use. If the same
parameter occurs in a later file, it will be ignored. In our example, you can see that the per-
phone file is first in the sequence of .cfg files which means that the parameters set in this file will
take precedence. We recommend deleting duplicate parameters to avoid conflicts and
confusion.

DIRECTORIES

The top level file can contain directory information that tells the phone where to store and find
certain information such as logs and overrides. Without setting up these separate directories,
the phone will put all the information into the root folder on the central provisioning server,
making it very large and very difficult for an administrator to find data. We recommend that you
set up these file paths here and set up a corresponding file structure on the central provisioning
server as explained at the end of this chapter.

The template provides a directory parameter but does not have any values set. Here is an
example of named directories:

& LOG _ FILE DIRECTORY “Log Files

& o "::'Fx::_.S DIRECTORY “Overrides

~ CONTACTS DIRECTORY “Contacts

& CALL ZZS_S DIRECTORY “Call Lists
[ TJS..-&_P:KCF:::S DIRECTORY \UserProfiles

I LOG_FILE_DIRECTORY This is the directory where the phone will write its log files.

1 OVERRIDES_DIRECTORY Parameters set in the .cfg files can be overridden when
changed in the Web Configuration Utility or in the phone menus using its keypad. This
directory stores these overrides by MACaddress so that they are available when the
phone restarts.

I CONTACTS_DIRECTORYContacts are stored by MACaddress in this directory as a
backup so that they can be reloaded when the phone reboots.

9 CALL_LISTS_DIRECTORY Call lists are stored by phone or by User Profile.
1 USER_PROFILES_DIRECTORY. The individual User Profile login.cfg files are stored here.

General-to-Specific Criteria

Aside from the top level .cfg files, other criteria establish additional types of .cfg files. The
template .cfg files are arranged according to how many phones are affected by the parameters
in the file:
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1 General settings: system wide settings are set in the site.cfg file,
1 A few phones: features can be deployed that apply only to certain groups,

1 A specific phone (or user): extension information is set in a per-phone file.

The .cfg files provided by the software include a per-phone file for each scenario. If you are
using a MfB telephony server, you may not need to configure these files because the MfB
server already knows about them. See the chapter on telephony server variations for more
information if you are using a MfB telephony server.

Admin Tip: Microsoft Skype for Business Telephony Server Variation
£

Flat Deployment

In a Flat Deployment, each phone is deployed to a specific extension and all phones have
similar parameters. In this deployment, phones are typically linked to extensions which are then
assigned to users. You will need to create one .cfg file for each extension/user, unless you are
using a Microsoft Skype for Business telephony server. See Chapter 5: Telephony Server
Variations.

In our example, these three files are provisioned:
1 000000000000.cfg
1 Site.cfg
1 <MACaddress>-ext.cfg (one file for each extension/handset)

000000000000.cfg

When provisioning a flat deployment, you will use the default master template file
(000000000000.cfg) to direct the handsets to other cfg files it will need.

In the Flat Deployment scenario, you only need two files, the per-phone file and site.cfg
which holds all the system and feature parameters you will deploy.

We recommend that you specify directories.
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In this scenario a variable is usedd [PHONE_MAC_ADDRESS]d to direct the handset to its
own phone-specific MACaddress .cfg file.

Site.cfg

Admin Tip: Naming the phone-specific configuration file

The [PHONE_MAC_ADDRESS]-ext.cfg file uses a variable to point to the MACaddress files
you create for each phone/extension. Bkkdé 06 part of the filen
is not necessary or could be replaced by some other identifier. The important thing is that
whatever identifier you use here is also used on each of the MACaddress files you create
for each phone.

Do not use the following file names as your per-phone file name:
<MACaddress>-phone.cfq,

<MACaddress>-Web.cfg,

<MACaddress>-app.log,

<MACaddress>-boot.log, or

<MACaddress>-license.cfg.

These file names are used by the phone itself to store user preferences (overrides) and
logging information.

The site.cfg template contains most common parameters including network and telephony
information that pertains to all of the handsets, such as SIP servers, dial plan, etc.

MACaddress-ext.cfg

You must create a specific <MACaddress>-ext.cfg file for each phone/extension you deploy.
The User spreadsheet you completed that lists each extension/user and the MACaddress of
the phone assigned to that extension will help you create these files.

These files must be named with the identical structure as the variable used by the phone to
find it. Therefore when the variable [PHONE_MAC_ADDRESS]-ext.cfg is used, the phone-
specific files must be named <MACaddress>-ext.cfg.
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You will use the MACaddress-ext.cfg template to create the files for each extension/user. It
contains the most common parameters, including network and telephony information, that
pertain to all of the handsets, such as SIP servers, dial plan, etc.

Hat
Deployment

00000000000.cfg
- site.cfg
- [PHONE_MAC ADDRESS-ext.cfg

Ste.cfg

(onefile for each phone)
<macaddress>-ext.cfg

(one file for each phone)
<macaddress>-ext.cfg

(one file for each phone)
<macaddress>-ext.cfg
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Group_Deployment

Group deployment is more complex than Flat deployment but far easier to manage if you needto
differentiate users into groups. In this deployment, you will need to create a <MACaddress>.cfg
file for each phone. During deployment, the phone looks for this file and uses it for direction to
other .cfg files. Having individual MACaddress files as the first step (instead of using the generic
000000000000.cfg file) allows you to direct the handset to a specific Group.cfg file and then to
its individually named identity-specific file. These files can be named with the extension number
such as 3033.cfg or with the identity of the user such as JohnDoe.cfg or Clerk01.cfg. Note that
you do not have to assign every user to a Group. You can have a generic user type that does
not belong to any Group and these users will use the site-wide parameters in the site.cfg file. In
our example, these templates are used:

1 MACaddress.cfg
1 site.cfg

1 group.cfg

9 identity.cfg

MACaddress.cfg

When using Groups, you need to create a <MACaddress>.cfg file for each phone. During
deployment, the phone looks for this file and uses it for direction to other .cfg files that have
been configured to be used by this specific handset. In our example these are Site.cfq,
GroupABC.cfg and <identity>.cfg.
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Example screen for MACaddress.cfg, the top level .cfg file for Group Deployment

-
X| XML Notepad - C\Users\sanderson\Desktop\Configh\Scenarios\Group_Deployment\MACaddress.cfg

AdEH é B X

File Edit View Inset Window Help

1 = C\Users\eanderson\Desktop\Config\Scenarios\Group_DeploymentMACaddress.cfg

Tree View | XSL Output
<
#commen
co;

Deeeeeceeee

& RPP_FILE PATH
#comment

#comment
#comment
#comment
#comment

Lol ol ol ol ol ol ol ol ol ol =N o ol ol oFF

#comment
=) CONFIGURATION

& CONFIG_FILES
¥ DIRECTORIES

" standalone="yes"

* should be named 00

er to the name speci

str be

Configure group files using the template in this directory.
Information from files on t 1

vy of the <group>.cfg.

_
qLnae:t—ide:tit'-_:—he:e.cfg, groupi.cfg, groupB.cfg, szite.cig
T —

nd=set.
this

*# Default Master SIP Configuration File for GROUP DEPLOYMENTS

# Thi=z file MUST be named a=z <macaddresszs>.cfg where <macaddreszz> iz the
# 12 digit MAC address of the handset without : separators. The MAC

# address iz printed on the label in the batt 1

* For example if th

ith subdirectories to specify the location of e
ied below

the han

ile for this handset using the template i

In addition the handset can be ass3igned to one or more groups specified below.

lez information from files to their right
information in <identityr.cfg may overrule information inherited from site.cfg

Error List | Dynamic Help

In the example screen the CONFIG_FILES use descriptive filenames for the per-phone .cfg file
and the group.cfg files.

Site.cfg

The template that contains most common parameters including network and telephony

information that pertains to all of the handsets, such as SIP servers, dial plan, etc.

Group.cfg

When using Groups, you will need to create a Group.cfg file for each group you deploy.

Repl ace

AGroupofwittie Gheumpam&uch

names

usual

such as ICUnurse.cfg or HardwareDept.cfg. See the sample spreadsheet for an example of
what type of parameters are typically deployed for Groups.

identity.cfg

You will need to create a specific <identity>.cfg file for each handset you deploy to a specific
extension. Typically this file is named for the extension assigned to the user, such as

3033.cfg.
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Groups

<macaddress>.cfg
site.cfg,
groupA-B-Ccfg,
<identity>.cfg

A\ 4

Ste.cfg

Includes site-wide defaults for any group parameters, such as PTT, barcode or apps.

\ 4

\ 4

Group C
Nursing Supervisor
PTT Channels5,6,7

Priority Channel

<identity04>.cfg

Group A Group B
1QU Nurse Maternity Nurse
PTT channel 5 PTT channel 6
Nurse Call App Nurse Call App
QBC QBC
<identity01>.cfg v v
<identity02>.cfg v <identity05>.cfg  /
<identity03>.cfg |wy <identity06>.cfg |

<identity08>.cfg v

<identity09>.cfg | w

<identity07>.cfg

User_Profiles_Deployment

In a User Profiles deployment, the master configuration file 000000000000.cfg is only used to
point to the site.cfg file which contains the requirement for the user to log on in order to access

t he

phoneds

featur es.

Si

nce User

<identity10>.cfg

Profi

<identityl1>.cfg

<identityl2>.cfg

es ar e

specific file is not referenced in the master configuration file. This deployment is also known as

ibas

ket of

phoneso

wher e

any phone

can

be sel

has log on credentials. You need to create a file for each User Profile. The name of the file is
uleg| natns and the password is stored in the <login>.cfg file.

t he

Because phones are not linked to extensions, User Profile information is stored on the central

provisionings er ver i
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000000000000.cfg

When deploying User Profiles, you will use the default master template file
(000000000000.cfg) which directs the handsets to the site.cfg file. The login.cfg file is not
referenced.

site.cfg

The template that contains most common parameters including network and telephony
information that pertains to all of the handsets, such as SIP servers, dial plan, etc.

This file also contains the log on requirements for User Profiles.

login.cfg

If you are using User Profiles, you will need to create a separate .cfg file for each user that
provides login information and preferences specific to that user. These files are often named
psmith.cfg (for pauline smith) or 1100.cfg (for extension 1100). User Profiles allow you to
create many more separate .cfg files for individuals or extensions than you have physical
phones to deploy.

1725-86724-000_Y.docx
December 2019 47


















































































































































































































































































































