Technical Bulletin CS-18-10

Spectralink Versity Call Server
Redundancy
This technical bulletin explains how to configure call server redundancy for Spectralink Versity
handsets.

System Affected
Spectralink Versity (all models)

Description
Call Server Redundancy
Interruption of critical communications can occur when Wi-Fi phones are not able to make or
receive calls. This not-uncommon situation occurs when the SIP call server is taken offline for
maintenance, the server fails, or the connection between the handset and the active server fails.
In a redundant environment two or more servers are deployed so that when one fails, another
one can take over. This is server redundancy.
With redundancy, a phone registered to one server (the “active” server) will “failover” to another
server when the active server fails.
The two most common redundant server setups are:


Call servers have a preferred order. The phone prefers some servers over others based
on the servers’ rank and priority (for example, a primary server and one or more backup
servers). In this scenario, the phone will register to the highest rank and priority server
available (the most preferred server.



Call servers have the same rank and priority. The phone does not prefer one server over
another and remains registered to any available server until the server fails. This
scenario is referred to as load balancing.

In the first scenario when the primary server fails or is taken off line for maintenance or
otherwise becomes inoperative a phone registered to the primary server will “failover” to a
secondary server. When ranked more preferred server becomes available, the phone will
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unregister from its currently active server and register to it. This behavior is termed “failback”
because the phone returns to the most preferred available, not because the secondary server
has failed.
In the second, load-balancing scenario, there are no preferred, primary or otherwise ranked
servers; a phone will register and remain registered to any available call server. If that server
fails, the phone will failover to another available server and will remain with that server until it,
too, fails. When a failed server becomes available again, phones will be able to register to it
when their active server fails or when the phone reboots. In this fashion, the call servers
balance and share the load among the many phones that they serve.
Admin Tip: Configuring DHCP for redundancy
Please see Error! Reference source not found. for details on configuring DNS
records to support redundancy.

Configuring the redundant environment
SIP phones register with a SIP call server which provides telephony functions. For a seamless
transition, the redundant SIP call servers must be configured identically to the primary call
server. This way each phone is recognized by the redundant call server and the call server can
perform the exact same functions as the primary server.
In other situations, the redundant servers may provide fewer telephony services than the
primary. In either case, all servers must support at least the same extension numbers and user
credentials as well as the same SIP transport settings (protocol, port number, QoS values, etc.).
In a load balancing environment, all SIP call servers should be provisioned identically.
Every type of call server has different configuration parameters and it is beyond the scope of
this document to describe how to configure SIP call servers. See www.spectralink.com/versity
for interoperability information for SIP call servers that have been tested for use with Versity by
Spectralink.

Identifying the redundant call servers in the phone
Periodically the Versity phone will attempt to discover a list of addresses of candidate SIP
servers. The list is built using the parameter(s) in the Admin settings> SIP phone> SIP server
configuration field of the Versity device. Instead of pointing to just one server, the value(s) in this
field must point to the list of redundant servers. For this purpose, a “serverspec” is used. A
serverspec is a callserver or list of callservers and its value can determine rank and priority, if
desired. Each serverspec value may be discovered via:
 a DNS SRV record query (possibly returning multiple servers in the case of a redundant
environment),
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 a DNS A-name record query (that may return multiple servers to facilitate a load balancing
environment),
 or it may be an IP address.
Below we illustrate several examples where the serverspec values may take the form of a DNS
SRV record, a DNS A-name record, or an IP address to illustrate what the corresponding SIP
URI and DNS server configuration might look like as a result of the serverspec values.
The SIP server field will accept values in the form of “domain; serverspec1; serverspec2;
serverspec3; serverspec4” where the domain value is required and the serverspec values are
optional (if only the domain is specified, it is also treated as serverspec1). In a ranking system,
the candidate server list is then built by sequentially adding addresses in preferential order as
they are discovered by DNS queries for the values the administrator provides for serverspec1
through serverspec4.
During operation the phone will attempt to maintain a registration for the address-of-record with
the format [sip:extension@domain]. The phone maintains registration with the highest
preference server that is responding, and will not register to multiple servers simultaneously.
SIP server addresses can take several different formats, and the examples given in this
document should help demonstrate how to utilize the SIP server domain and serverspec values
to achieve a SIP URI of the form your call server environment requires.

SIP server field entries
Redundancy hinges on the entry in the SIP status field. Navigate to Applications > Biz Phone
> SIP to populate the field. This field is also available in the SAM.
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Our examples illustrate four different methods of populating the SIP server field and
demonstrate how each method sets call server rank or priority to establish the preferred server
or the equality of servers, as in load balancing. The first three methods configure a preferred call
server. The fourth method illustrates load balancing. The first method uses IP addresses and
the other three methods use DNS records.

SIP server field entry options
 IP addresses can be entered directly in the SIP server field if a DNS server is not readily
available or the customer cannot easily modify the DNS server utilized by the Versity
phones.
 DNS A-Name records: A-name records allow you to set preference by entering the Aname in the order of preference in the SIP server field. Appendix A details how to set up
the A-name records for the servers in the redundancy pool. These A-names can then be
entered directly into the SIP server field. A-names are also needed to create DNS SRV
records.
 DNS SRV records: DNS SRV records contain a list of A-names for the call servers in the
redundancy pool. The SRV record contains call server priority data. Only the domain is
entered in the SIP server field and the DNS server manages the candidate servers by
their specified priority. DNS SRV records can be used for setting up a preferred server if
the same rank but different priorities are set. It is also a method for load balancing where
each server has the same priority.
If the facility also deploys Spectralink 84-Series handsets, the DNS SRV method is the
recommended style of deployment.
Spectralink recommends: Use DNS
Static addresses will help eliminate the phones’ dependency on a DNS server; however
DNS Servers offer an administrator the flexibility to change or modify the call server
addresses the phones will attempt to contact on the fly. Customers should weigh the benefit
of each method for deployment when considering whether to use DNS or static IP
addresses, and consider that a failure to query the DNS server could result in the phones’
inability to achieve registration. If DNS records are used to specify the SIP server address,
the best practice is to provide multiple DNS Server addresses to the Versity phone in order
to help mitigate the problem where the Versity phone is unable to resolve the call server IP
address.

Registration status
The registration icon
displays in the status bar along with a notification in the notification
drawer: Swipe down to view the notification.
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If registration fails, you will see the failed registration icon in the status bar
in the notification drawer.

and a notification

Tap the notification to open the SIP status screen which shows registration data and the list of
candidate servers.
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Call server status
Per normal SIP operation, we periodically refresh our SIP
registration. We do this at least every 5 minutes and more often
if the call server has been configured to do so.
Failed
If the response to the REGISTER request claims the SIP
account does not exist (404) or that the authentication
credentials are bad (401or 403), the state of the server is
“failed”.
Up
The status is set to “up” if the response to the SIP options requests is less than 500.
Down
The status is “down” if the response to our SIP options requests is a 408 request timeout or an
internally generated 503 response. These responses indicate network or other connection
problems.
Note: What if the network is down?
If the Wi-Fi network is down or if the LAN network is down, the phone will not
update server status nor evaluate the failover algorithm. While the network is down,
the phone will remain frozen on the current call server so that it can pick up where it
left off when the network is restored.

The list of candidate call servers
Versity’s SIP phone application verifies the status of the candidate call servers by pinging each
server on the list with a valid SIP options request. The phone then compiles a report that is
displayed in the SIP Status Display (accessible by tapping the SipService notification). This
information is used both for detecting a need to re-register to a higher priority server when one
becomes available, and for speeding up the failover process when multiple candidates are
available and some are inoperable. Server status is marked:
 * (marked with an asterisk *) = active,
 up,
 down,
 failed,
 unknown.
The example on the right shows three discovered servers—one active, one up but inactive, and
one down.
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The status of the candidate servers is maintained by periodically pinging the candidates and by
analyzing the servers’ responses to the SIP options and re-registration requests.

The redundant environment
The redundant environment is set up when all of these conditions are met:
 The redundant servers are appropriately provisioned to support the registration of the
Versity phone on any one of the defined servers,
 The SIP server field on the Versity device contains the appropriate domain and
serverspec values to allow the Versity device to locate all of the appropriate servers,
 The SIP phone is registered to a server,
 The SIP phone has pinged and found each of the candidate servers and determined that
their current status is “up”.

Preferred server examples
In a preferred server configuration there is a preferred server and a redundant server. Should
the preferred server fail or become unavailable, the Versity phone will “failover” to the redundant
server. Once the preferred server again becomes available, the Versity phone detects that the
preferred server is available, and will “failback” to the preferred server.
In a preferred server configuration, the phone always remains registered to the preferred server
as long as it is responding to SIP Registrations, Invites, and SIP Option requests. The Versity
phone periodically (about every five minutes) sends SIP Option messages to all candidate
servers to determine their current availability. As long as the redundant server responds to the
Option messages and if the preferred server fails, the Versity phone will “failover” to the
redundant server. Thereafter, the Versity phone remains registered to the redundant server until
the preferred server comes back on-line. Within approximately 5 minutes, the Versity phones
detect that the preferred server is available, and will failback to the preferred server.

Call Server Setup
In the preferred server examples, two SIP servers are available for the phone to register to—a
preferred server and a redundant server. For the sake of our example, SIP Registrations and
Invites use the format <Extension_Number>@<SIP_Domain>. The SIP Domain is named
TestDomain.local.


Preferred server: SIPServer1 (172.29.102.138) This PBX has a DNS A-Name record
with the FQDN name of SIPServer1.TestDomain.local, which will point to the IP address
of 172.29.102.138. This is the server we configured the phone to prefer.



Redundant server: SIPServer2: 172.29.102.139 This PBX will have a DNS A-Name
record with the name SIPServer2.TestDomain.local, which will point to the IP address of
172.29.102.139. This is the server we want the phone to failover to in the event that
SipServer1 becomes unavailable.
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SIP Domain: TestDomain.local

Method 1: Using IP addresses (without the use of DNS)
In the IP address method, we simply indicate the domain name and the IP addresses of the two
servers, putting the IP addresses in the preferred order:
SIP server: TestDomain.local; 172.29.102.138; 172.29.102.139
Once the phone and servers are fully configured and available on the network, you can view the
registration information by pulling down the Notification bar and tapping the SIP registered
notification. The Candidate servers section shows the result:

P1 and P2 in the left column indicate server rank. The preferred server is “P1”. You can see that
they are ranked in the order that their IP addresses were entered in the SIP server field. In the
second column you see that Priority for both is “1” because the DNS SRV records were not
used to set priority and “1” is the default. Both call servers have responded to the phone and the
preferred server is the active one.

Method 2: Using DNS A-Name records
Preference is established using DNS A-name records by entering the A-names in the order of
preference in the SIP server field.
In our example, this is the entry for the SIP server field:
SIP server: TestDomain.local; SIPServer1.TestDomain.local; SIPServer2.TestDomain.local
Admin Tip: SIP Server field values
When the SIP server field is populated with multiple semicolon-separated values,
the first value is used only for constructing the SIP URI and the handset does not
attempt DNS resolution on it.
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Admin Tip: Additional configuration requirements
Configure the DNS server to return the IP addresses that correspond to the names
of SIPServer1 and SIPServer2. Detailed steps for a Windows-based DNS server
are shown in Appendix A: Section 1 and Section 2.
Once the phone and servers are fully configured and available on the network, you can view the
registration information by pulling down the Notification bar and tapping the SIP registered
notification.

P1 and P2 in the first column indicate call server rank. You can see that they are ranked in the
order that the DNS A-name records were entered in the SIP server field. The “P1” server is the
preferred server. Priority for both is “1” because DNS SRV records were not used to set priority
and “1” is the default. Both call servers have responded to the phone and the preferred server is
the active one.

Method 3: Using DNS SRV records
DNS SRV records use a priority field in the SRV record for each A-name record and this
establishes server priority and sets preference. Because the work is done behind the scenes by
the DNS server, only the Domain name is required in the SIP server field.
SIP server: TestDomain.local
Admin Tip: DNS resolution on a Domain name
When the SIP server configuration field is populated with multiple, semicolonseparated values, the first value is used only for constructing the SIP URI and the
handset does not attempt DNS resolution on it. Since our example has only a
single value in the SIP server field, the phone attempts DNS resolution.
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Admin Tip: Additional configuration requirements
Configure the DNS Server to return the IP addresses, and port numbers that
correspond to the location where SIP Service can be found for the Domain,
TestDomain.local (the SIPServer1 and SIPServer2 addresses and port number
5060) when the phone queries the DNS Server for the TestDomain.local SRV
record. Detailed steps are shown in Appendix A: Section 1, Section 2 and Section
3.

The P1 for both servers indicates that both have the same rank. Server preference is
established by priority set in the DNS SRV records. Both call servers have responded to the
phone and the preferred server, the one with the higher priority, is the active one. The order of
the servers in the list reflects the order of the servers reported by the DNS query.

Method 4: Load balancing
Load Balancing is a DNS server configuration that distributes phone registrations evenly across
a pool of SIP call servers. This feature is sometimes referred to as “round robin” distribution.
When configuring this scenario, each of the SIP servers should offer equivalent functionality and
should all be equally of capable processing the SIP Registrations and Invites of the devices
connected to them. The SIP servers should be capable of communicating with each other on
the back end to relay information to each other about which server should be contacted to
establish a call to any phone registered to any one particular device.
With load balancing, the Versity phone remains registered to the first server it receives in the
candidate list when it first contacts the DNS server as long as that original server continues to
respond to SIP Registrations, Invites, and SIP Option requests. The phone periodically (about
every five minutes) sends SIP Option messages to all candidate servers to determine their
current availability. The DNS server provides a refreshed list of responding candidate servers
which displays in the order received from the DNS server. As long as the other call servers are
responding and if the original server in the list fails to respond, the phone will “failover” to the
next available server in the list. Thereafter, the Versity phone remains registered to that next
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server. Since all servers are considered to be the same Rank and Priority the phone would not
“failback” to the first server should it become available again.
The candidate server list is rebuilt whenever the phone sends a DNS query (approximately
every two hours). If servers have been added to the DNS server record the phone queries for,
they will now appear on the candidate list. If servers have been removed from the DNS server’s
record, they will no longer appear on the list. Although the active server may move to a different
position on the list (because the DNS server reports its results in a different order), the phone
does not register to a different server until the active server fails to respond, the SIP service is
restarted or reconfigured, or the phone itself is rebooted.
Complete re-distribution of all phones would require all servers to be on-line and a reboot of all
Versity devices. This should occur organically over time as servers are brought up and batteries
are removed and replaced.
A call server pool established with A-Name records permits DNS load balancing because it is
the method that permits equal Rank and Priority among all candidate servers. In our example,
the call server pool is dubbed “fourAnames”.

Call Server Setup
In the load balancing example, we have a pool of four SIP servers available for the phone to
register to. Although they have no particular rank or priority, the load needs to be balanced
across the pool.
For the sake of our example, SIP Registrations and Invites use the format
<Extension_Number>@<SIP_Domain>. The SIP Domain is named TestDomain.local.


SIP PBX 1: 172.29.102.138



SIP PBX 2: 172.29.102.139



SIP PBX 3: 172.29.102.140



SIP PBX 4: 172.29.102.141



SIP Domain: TestDomain.local

Using DNS A-Name records for DNS Load Balancing
The phone re-queries for DNS names entered in the SIP server field every two hours and
rebuilds the candidate server list. The phone will failover to the next available server if the active
server fails. As different phones boot up at different times, each receives candidate servers in a
different order. As the Versity phones register to the first server received, and as the servers are
reordered each time they are sent, load balancing is accomplished.
In our example, this is the entry for the SIP server field:
SIP server: TestDomain.local; fourAnames.TestDomain.local
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Admin Tip: Additional configuration requirements
Configure the DNS Server to return the four IP addresses that should be
considered candidates. Detailed steps are shown Appendix A. Follow Section 1 first
and then skip to Section 4.
Once the phone and servers are fully configured and available on the network, you can view the
registration information by pulling down the Notification bar and tapping the SIP registered
notification.

The P1:1 shown next to each candidate server indicates that no server is preferred or has a
higher rank or priority. Individual servers are not entered in the SIP server field. All call servers
have responded to the phone and the first server is the active one. Note that when the phone
updates its cache of DNS server results (approximately every two hours) the phone remains
registered to the original server but the order in the candidate list will change. Like this:

Load balancing occurs when a different phone is powered up and receives a list of call servers
from the DNS server in a different order which causes it to register to a different topmost server
on its call server list:
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