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Introduction
Polycom’s Voice Interoperability for Enterprise Wireless (VIEW) Certification Program is designed to
ensure interoperability and high performance between SpectraLink Wireless Telephones and wireless
LAN (WLAN) infrastructure products.
The products listed below have been thoroughly tested in Polycom’s lab and have passed VIEW
Certification. This document details how to configure the HP MSM controllers and access points with
SpectraLink Wireless Telephones.

Certified Product Summary
Manufacturer:

HP: www.hp.com

Certified products:

Controllers:
MSM710
MSM720
MSM760
MSM765

AP radio:

2.4 GHz (802.11b/g/n and 802.11b/g), 5 GHz (802.11a/n and
802.11a)

Security :

None, WEP, WPA-PSK, WPA2-PSK, and WPA2-Enterprise (EAPFAST and PEAPv0/MSCHAPv2)

QoS:

SVP for SpectraLink 8020/8030

AP and WLC software version tested:

5.7.1

Handset models tested:

SpectraLink 8020/8030 Wireless Telephone

Handset radio mode:

802.11b, 802.11g

802.11a

Meets VIEW minimum call capacity per
AP:**

8 with SVP

12 with SVP

Network topology:

Switched Ethernet (recommended)

APs:
MSM410
MSM422
MSM430
MSM46x
MSM310
MSM320

*SpectraLink handset models and their OEM derivates are verified compatible with the WLAN hardware and software identified in the table.
Throughout the remainder of this document they will be referred to collectively as “SpectraLink wireless telephones”, “phones” or “handsets”.
** Maximum calls tested per the VIEW Certification Test Plan. The certified product may actually support a higher number of maximum calls

Service Information
If you encounter difficulties or have questions regarding the configuration process, please contact HP
Support at 1-800-334-5144.

5

VIEW Certified Configuration Guide: Hewlett Packard

Known Limitations
• None

Note: RADIUS server configuration
This document does not cover the steps involved to configure a RADIUS server required for using
WPA2-Enterprise.

Access Point Capacity and Positioning
Please refer to the Polycom Deploying Enterprise-Grade Wi-Fi Telephony white paper, available at
http://www.polycom.com/products/voice/wireless_solutions/wifi_communications/handsets/spectralin
k_8020_wireless.html. This document covers the security, coverage, capacity and QoS considerations
necessary for ensuring excellent voice quality with enterprise Wi-Fi networks.
For more detailed information on wireless LAN layout, network infrastructure, QoS, security and
subnets, please see the Best Practices Guide to Network Design Considerations for SpectraLink Wireless
Telephones, available at http://support.polycom.com/PolycomService/support/us/support/voice/wifi/index.html. This document identifies issues and solutions based on Polycom’s extensive experience in
nterprise-class Wi-Fi telephony. It provides recommendations for ensuring that a network environment
is adequately optimized for use with SpectraLink Wireless Telephones.
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Configuration for SVP Operation
Introduction
This section describes how to configure the HP MSM wireless equipment to work with Spectralink
8020/8030 phones using SVP QoS.

Network Topology
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Configuring a Factory Defaulted Controller
HP MSM controllers default to using an IP address of 192.168.1.1/24 on the LAN port. (The only
exception to this is the MSM765 which must have its default IP address configured. See the
documentation link below for instructions.) For more details on performing an initial configuration of
the controller, refer to the Quickstart guide for your specific controller from the MSM documentation
site.
1 Connect to the MSM by navigating to https://192.168.1.1 from a web browser.
2 If prompted, accept the certificate warning and continue.

3 Enter admin for the username and password.
4 Accept the HP End User License Agreement.
5 Click “Register Later”.
6 Select the Country that the product will be used in click Save.
7 Cancel the “Change password” screen.
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8 Use the “Initial controller settings” Workflow to define the network settings for the controller.
9 Reboot the controller.

Upgrade the Controller Firmware
The controller must be running a software release at or above the version listed in the Certified Product
Summary above to ensure interoperability with Spectralink phones. The software version is listed on the
Home screen of the controller. To upgrade the software, load the appropriate .cim file from the
Controller> Maintenance> Firmware updates page
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Controller Setup
This document will cover how to setup a basic wireless configuration for phones and data clients. Your
WLAN may look different, but the principles in this guide should be applicable to any voice deployment.
The screenshots below were taken using an MSM720, but the steps are the same for all MSM7xx
controllers.
The basic steps are as follows:
1 Create a RADIUS server profile
2 Create VSCs (SSIDs) for voice and data traffic
3 Define egress VLANs for the VSCs to use
4 Define DSCP QoS mappings for the phones
5 Bind the VSCs to a Group
6 Join APs to the controller
7 Modify Radio settings

Note: Traffic Flow
In this example traffic from wireless clients egresses directly onto the wired network from the AP.
This means that any egress VLANs to be used must be configured as tagged interfaces on the
switchport to which the AP is connected. To centralize traffic at the controller, you must use the
Mobility Traffic Manager feature. Refer to the controller documentation for more information.
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Define a RADIUS Server (optional)
If you will be using an external RADIUS serverto do WPA/WPA2 Enterprise authentication, it must first
be defined.
1 Navigate to Controller> Authentication> RADIUS profiles page and click Add New Profile.

2 Give the Profile a name and enter the RADIUS server IP address and shared secret.
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3 Save the profile.
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Create the Voice VSC
1 Click VSCs in the left window.
2 Click Add New VSC Profile.
3 Enter Voice for the Profile Name.
4 Uncheck Access Control below the profile name.
5 Enter Voice for the Name (SSID).
6 Enter 2 for the DTIM.
7 Set Allow Traffic Between Wireless Clients to All.
8 Expand the Allowed Wireless Rates section and uncheck 1 and 2 from the 802.11n column.
9 If you are using no wireless encryption, click Save at the bottom of the VSC page. Otherwise
continue the following steps to define the encryption.
10 Check the Wireless Protection box and select WPA.

Note: Wireless Encryption settings
Although WEP and WPA-TKIP are both tested and supported, it is recommended that you use
WPA2-AES for encryption due to known vulnerabilities with both WEP and TKIP.

11 Select WPA2 (AES/CCMP) as the encryption mode.
○ For WPA2-Enterprise (802.1X):
a In the Key Source dropdown menu, select Dynamic.
b In the 802.1X section, uncheck Local and check Remote.
c Select the RADIUS profile that was defined in the previous section.
d Check WPA2 opportunistic key caching (note: this may require a Mobility license, depending
on your controller type).
○ For WPA2-PSK
a In the Key source dropdown menu, select Preshared Key.
b Enter the WPA2 passphrase in the two Key windows.
12 Click Save at the bottom of the VSC page.
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Create the Data VSC
1 Click VSCs in the left window.
2 Click Add New VSC Profile.
3 Enter Data for the Profile Name.
4 Uncheck Access Control below the profile name.
5 Enter Data for the Name (SSID).
6 Configure any additional required security settings (for this example, the Data VSC will be Open).
7 Click Save at the bottom of the VSC page.
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Define Network Profiles
In order to map egress wireless traffic to a VLAN, Network Profiles must be created to define the VLANs.
For this example, we will create two Network Profiles: one for Voice traffic and one for Data traffic.
1 Navigate to Controller > Network> Network profiles.
2 Click Add New Profile.
3 In the Add/Edit window enter data-egress for the Profile Name. Check the VLAN ID box and enter
2 for the ID.

4 Click Save.
5 Click Add New Profile.
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6 In the Add/Edit window enter voice-egress for the Profile Name. Check the VLAN ID box and enter
3 for the ID.

7 Click Save.
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Define DSCP Mappings
By default, each VSC uses Diffserv (Differentiated Services Code Point) to map all downstream (from AP
to wireless client) traffic to one of four priotity queues: Voice, Video, Best Effort or Background.
Unclassified traffic is sent using the Best Effort queue. To ensure the best quality, all voice traffic should
be sent using the Voice queue since it has the highest priority. There are several ways to accomplish this,
but the most efficient is to define mappings that correspond to the DSCP tags that the Spectralink
phones use. These values should also be configured on the handsets and in the Spectralink 8000 SVP
server. The mappings are:
•

DSCP 46 for Voice

•

DSCP 26 for Control traffic

These mappings are defined on the IP QoS page of the controller.
1 Navigate to Controller> Network> IP QoS.
2 In the DSCP Mappings section, enter 46 and select Voice from the dropdown menu.
3 Click Add.
4 Enter 26 and select Video from the dropdown menu.
5 Click Add.
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Bind the VSCs to the Default Group
In order for VSCs to be advertised by an access point, they must first be bound to the group to which the
AP belongs. By default, all APs are a member of the Defaul Group. We will use that group for this
example.
1 In the left window, click Default Group. You are now in the Group context.
2 From the top menu, click VSC bindings.
3 By default there is one VSC already bound to the group. Leave it for now; it will be deleted later.

4 Click Add New Binding.
5 In the VSC Binding window, select Voice from the VSC Profile dropdown menu.
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6 Check the Egress Network box and select voice-egress (3) from the Network Profile dropdown
menu.

7 Click Save.
8 Click Add New Binding.
9 In the VSC Binding window, select Data from the VSC Profile dropdown menu.
10 Check the Egress Network box and select data-egress (2) from the Network Profile dropdown
menu.
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11 Click Save.
12 In the VSC Bindings window, click on the HP VSC.
13 In the HP VSC binding window click Delete.
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Join Access Points to the Controller
There are many ways for access points to discover the controller and this document will not cover them
all. For in-depth details of all the supported discovery methods, refer to the MSM7xx Controllers
Configuration Guide. For the purposes of this guide, we assume that you have a DHCP server on the
same subnet as the controller’s LAN port (192.168.1.x). APs will obtain a DHCP address automatically
and discover the controller via layer-2 broadcast.
The controller will upgrade the firmware of APs once they join. After upgrading, the APs will reboot and
then have their configuration pushed down to them.
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AP Configuration
There are three levels of configuration hierarchy for access points:
• Controlled APs
• Group
• Individual AP
By default each level inherits its settings from the level above it. So an individual AP inherits its settings
from the Group it is in. Each Group inherits its settings from the Controlled APs level, which is the top
level. In a factory defaulted config such as ours, the config at each level matches. It is easiest to leave
the inheritances as they are and make all changes at the Controlled APs level.
Note: AP inheritance and power settings
Inheriting all settings from the global (Controlled APs) level will give the same power settings for
all APs. You should set the power level for individual APs or groups based on your facility’s site
survey.

This example uses a MSM430 and an MSM460 as the access points to be configured, but the settings
will be similar for all APs. For the instructions below, choose the AP model type that you are using from
the full Radio list.
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Radio Configuration for Handsets Operating in 802.11b
& b/g Mixed and 802.11g-only Modes
HP MSM APs that support 802.11n can have their 2.4GHz radios configured as either 802.11n/b/g or
802.11b/g (802.11n features disabled). Spectralink phones will work with either mode. The choice of
which mode to operate the radio in should be determined by the other (non-Spectralink) devices that
will be sharing the same radio.
Note: Channel width in 2.4GHz
If operating in 802.11n/b/g, HP strongly advises against using a 40MHz channel width. The default
value of 20MHz should be used.

1 Navigate to Controlled APs> Configuration> Radios.
2 Click E-MSM430.
3 Radio 2 is the 2.4GHz radio (right side of window).
4 Check the Spectralink VIEW checkbox.
5 Select 11Mb/s for the Multicast Tx rate.
6 Click Save.
Note: Multicast Tx Rate
The Multicast Tx rate is the rate at which the radio sends all broadcast and multicast traffic. This
setting must be a value low enough that all associated clients can receive it. However, if the value
is too low broadcast and multicast traffic (especially Push-To-Talk traffic) can severely degrade the
performance of other clients. You may need to fine-tune this setting for your environment. See
Appendix for more information.
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7 Navigate to Controlled APs> Configuration> Radios.
8 Click E-MSM460.
9 Radio 2 is the 2.4GHz radio (right side of window).
10 Check the Spectralink VIEW checkbox.
11 Select 11Mb/s for the Multicast Tx rate.
12 Click Save.
13 Both APs are now in the Unsynchronized state. In the upper-left Summary window click
Unsynchronized.
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14 From the Select An Action dropdown menu, select Synchronize Configuration and click Apply.
15 The APs are now synchronized and ready for operation.
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Radio Configuration for Handsets Operating in 802.11a
Mode
HP MSM APs that support 802.11n can have their 5GHz radios configured as either 802.11n/a or
802.11a (802.11n features disabled). Spectralink phones will work with either mode. The choice of
which mode to operate the radio in should be determined by the other (non-Spectralink) devices that
will be sharing the same radio.
1 Navigate to Controlled APs> Configuration> Radios.
2 Click E-MSM430.
3 Radio 1 is the 5GHz radio (left side of window).
4 Check the Spectralink VIEW checkbox.
5 Select 24Mb/s for the Multicast Tx rate.
Note: Multicast Tx Rate
The Multicast Tx rate is the rate at which the radio sends all broadcast and multicast traffic. This
setting must be a value low enough that all associated clients can receive it. However, if the value
is too low broadcast and multicast traffic (especially Push-To-Talk traffic) can severely degrade the
performance of other clients. You may need to fine-tune this setting for your environment. See
Appendix for more information.

6 Click Save.
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7 Navigate to Controlled APs> Configuration> Radios.
8 Click E-MSM460.
9 Radio 1 is the 5GHz radio (left side of window).
10 Check the Spectralink VIEW checkbox.
11 Select 24Mb/s for the Multicast Tx rate.
12 Click Save.
13 Both APs are now in the Unsynchronized state. In the upper-left Summary window click
Unsynchronized.
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14 From the Select An Action dropdown menu, select Synchronize Configuration and click Apply
15 The APs are now synchronized and ready for operation.
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Appendix
Maximum Multicast Tx Rate
Table 1 below shows the Maximum Multicast Tx rate that should be configured on each radio based on
the available signal strength of your WLAN.
Table 1

802.11
Radio Standard

Minimum Available
Signal Strength (RSSI)

Maximum
Multicast Tx Rate

802.11b

-63 dBm

5.5 Mb/s

-60 dBm

11 Mb/s

-63 dBm

6 Mb/s

-47 dBm

54 Mb/s

-60 dBm

6 Mb/s

-45 dBm

54 Mb/s

802.11g

802.11a
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